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ABSTRACT

A statement appearing in social media provides a very sagmfichallenge
for determining the provenance of the statement. Provendescribes the origin,
custody, and ownership of something. Most statements apgea social media
are not published with corresponding provenance data. Menvthe same charac-
teristics that make the social media environment challengncluding the massive
amounts of data available, large numbers of users, and &yhldghamic environ-
ment, provide unique and untapped opportunities for sgltfie provenance prob-
lem for social media. Current approaches for tracking pmnanee data do not scale
for online social media and consequently there is a gap imgmance methodolo-
gies and technologies providing exciting research oppdiés. The guiding vision
is the use of social media information itself to realize afusmount of provenance
data for information in social mediarlhis departs from traditional approaches for
data provenance which rely on a central store of provenarioemation. The con-
temporary online social media environment is an enormodsanstantly updated
“central store” that can be mined for provenance infornmatizat is not readily
made available to the average social media user. This msedroduces an ap-
proach and builds a foundation aimed at realizing a provemdata capability for

social media users that is not accessible today.
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PREFACE

Finding provenance data in social media occupies an egaitial vast prob-
lem space. A challenge | faced for this effort was to formalsfine a specific
problem to solve that is both a logical starting point forgderm research and an

appropriate scope for making a meaningful contribution.
Portions of this work were previously published:
e Atthe 2011 International Conference on Social Computirehd&ioral Mod-
eling, and Prediction [9].
¢ In the book, Social Network Data Analytics [18].
The protocol used for this research effort is consideredngtdy the Ari-
zona State University, Office of Research Integrity and Aasce, Institutional Re-

view Board (IRB). Reference Appendix A for a copy of the exéiompletter dated,
February 18, 2011, protocol number 1102006062.
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Chapter 1

INTRODUCTION

The first microblog message, now commonly known aweet was published in
2006 [63]. Since that time, these twéetsve been used by millions of people all
over the world to publish statements about everything frioenteather to presiden-
tial elections. Tweets can also be a great resource for emeygesponders [33]
and organizations providing Humanitarian Aid and Disa&elief (HADR) [52].
For example, Figure 1.1 is a screen shot of the TweetTragl®@ication developed
by researchers at Arizona State University’s Data Minind Bachine Learning
Laboratory (DMML). TweetTracker is an application that da@ used to assist
first responders during Humanitarian Aid and Disaster REHADR) operations.
Research shows that tweets can have great potential toderoviormation faster
and more accurately than some traditional sensor netwertscammunications
paths [72]. However, with the popularftyand broad utility of this social media

mechanism comes a challenge facing mainstream social mselia today.

Amongst the factual statements published in social meadyding tweets,
are: opinions, rumors, hidden motivations, and deceptiveéent. Some notewor-
thy research has investigated how to distinguish betwepitcddhat are rumors
and topics that are factual given a large number of numberveéts about a sub-
ject [58]. However, an individual recipient of a single staent made in social
media, including a tweet, does not always have additionalalaoutthe particular

statement that could provide important clues about wherstfitement came from,

IMessages published via the popular microblog service @wyittttp://twitter.com
2140 million average tweets per day (http://blog.twitten2011/03/numbers.html, accessed
on October 19, 2011)
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Figure 1.1: Example TweetTracker display

why it might have been published, and who (if anyone) mighvehaodified the
statement. This becomes important because collectiveslgteaan be influenced
by statements published in a social media setting such asia setworking site,

a blog, microblog, or even a wiki [1, 29, 39, 74, 86].

A lack of accurate, reliable history or metadata about asdocedia infor-
mation source can present problems as illustrated by a few stadies. In March
2010, John Roberts, a United States Supreme Court Justisereportedly plan-
ning to retire because of health issues. As it turned outjc&uRoberts had no
plans to retire and a rumor that grew from a college profésgeaching point,
meant only for a classroom example about the validity ofrimfants, made national

headlines [1, 13, 29, 69]. When Twitter was used by numerootgtors in Iran



during 2009, the source of some messages could not be vexifeetherefore were
deemed to be of no value or even antagonistic [39]. A UnitedeStDepartment of
Agriculture employee was forced to resign after a video pbysted on a blog was
taken out of context resulting in an embarrassment for dr8tates government
administrators and a very challenging set of circumstafmethe employee and
her superiors [74]. Researchers at the Georgia Institutedfinology learned that
trust in large groups can be complicated when they partiepan a Defense Ad-
vanced Research Projects Agency (DARPA) experiment, apteimented social
media as a communications mechanism, when members of cioigppesams “infil-

trated” other teams [86]. These problems might have beedegovith provenance

data related to the subject, the source, or perhaps eveddbpgies in play.

Considering provenance as “the history of ownership of aaglobject’,
and the valued object as a statement in social media; progendata in social
media is the metadata associated with a statement includhmgnation about the
origins, custody, and ownership of the statement publighadocial media setting.
Today, provenance data in social media is often only knower afgroup has been
influenced and motivated in a particular manner. Havingegaer any, access to
provenance data could prevent some undesired collectivavimes and motivate

other collective behaviors based on facts instead of fiction

Some mechanisms have been designed to record provenaaderaittabases,

the semantic web, workflows, and distributed processing [F#bwever, prove-
nance data is not routinely tracked today for social medithohigh some thought

has been given about the need [42, 46] and some potentialagpes [37, 46, 75], a

Shttp://www.merriam-webster.com/dictionary/provenayaccessed October 19, 2011



practical approach and responsive mechanism has not bfielor implemented
for today’s online social media environment. In some inséan sufficiently partial
provenance data may suffice to inform groups in such a maesatting in sound
behaviors. Additionally, an approach for provenance datocial media needs to
address the rapidly changing social media environmentlaoald quickly respond

to queries about the provenance of a piece of informatioffighdd in social media.

The social media environment provides unique challengesdoking and
determining provenance data for statements found in so®dia. First, the social
environment islynamic With more than half a billioh FacebooR users, new so-
cial media content is generated every day. Facebook is ar@gocial media outlet.
Another example is the popular microblogging site Twittbere are over 140 mil-
lion tweets posted every day. Today, users are leveragiriglsoedia as a routine
communication mechanism and in some cases more than e30ab7]. Second,
social media iglecentralizedn the sense that statements can be published by al-
most anyone choosing one or more social media platformshardrelayed across
disparate platforms to a multitude of recipients. Thirds #nvironment provides
multiple mode®f communication such as profile updates, blog posts, micgsh
instant messages, and videos. Given this extremely clgatigrenvironment, new
approaches for managing provenance data are needed tonnack a statement
originated from and determine whether or not the statemsmbe used as a basis

for a decision.

Obtaining the provenance data about statement is espedifficult be-

cause provenance data is not explicitly maintained by maosiak media appli-

“http:/lwww.facebook.com/press/info.php?statisticsgssed on October 19, 2011
Swww.facebook.com



cations today. However, the same characteristics that riekeocial media en-
vironment challenging provide unique and untapped oppdrés for solving the
provenance data problem for social media. Current appesafcin tracking prove-
nance information do not scale for social media. Consedyehtere is a gap in
provenance methodologies and technologies providingiegaiesearch opportu-
nities for computer scientists and sociologists. This wottoduces a practical and
theoretical approaches aimed guiding future efforts tbaea provenance data ca-
pability for social media that is not available today. Thediug vision isthe use
of social media information itself to realize a useful amobprovenance data for

information in social medi§9].

This work presents novel research aimed at building a fotimridrom
which to build upon to address the challenge of finding pravee data in so-
cial media. A brief chapter about social media is includdtbfeed by a chapter
presenting research questions. A chapter introducing &sulisking provenance
paths is followed by a chapter focussed on provenance w@shincluding defi-
nitions and an approach for assessment. Following the ehapbut provenance
attributes, an investigation of provenance attributesitgh manual and automated
means is presented with related discussion about reswtsrglications. Finally,
related works are highlighted in a separate chapter foltioyegeneral conclusions

and recommendations for future research.



Chapter 2

SOCIAL MEDIA

Kaplan and Haenlein [50] define Social media as:

“a group of Internet-based applications that build on theoldgical
and technological foundations of Web 2.0, and that allowctieation

and exchange of User Generated Content.”

Social Media 2 also refers to a variety of information services used cellab
oratively by many people placed into the subcategories showable 2.1.

Table 2.1: Common Social Media Subcategories

Category Examples

Blogs Blogger, LiveJournal, WordPress

Microblogs Twitter, GoogleBuzz

Opinion mining Epinions, Yelp

Photo and video sharing Flickr, YouTube, Pinterest

Social bookmarking Delicious, StumbleUpon

Social networking sites | Facebook, LinkedIn, Google+, MySpace,
Orkut

Social news Digg, Slashdot

Wikis Scholarpedia, Wikihow, Wikipedia, Event
maps

Social media is associated with social computing. Sociamating is‘any
type of computing application in which software serves asnégrmediary or a

focus for a social relation]73]. Social computing includes applications used for

1Some researchers distinguish between social media aral setivorks [51].

2Social media can also be classified based on social presesdie/ richness and self-
presentation/self-disclosure into six categories: balfative projects, blogs, social networking
sites, content communities, virtual social worlds, antisr game worlds [50].



interpersonal communication [73] as well as applicationd sesearch activities

related to “computational social studies [89]” or “sociahavior [21]".

With traditional media such as newspaper, radio, and t&l@vj communi-
cation is almost entirely one-way, originating from the naesburce or advertiser
to the masses of media consumers. Web 2.0 technologies atehgoorary on-
line social media changed the scene moving from one-way aamuation driven
by media providers to where now almost anyone can publisttemri audio, or
video content to the masses. This many-to-many media enwvieat is signifi-
cantly changing the way business communicate with theitoocoesrs [49, 87] and
provides drastically unprecedented opportunities foividdals to communicate
with extremely large numbers of people at an extremely logt.cGhe many-to-
many relationships present online and manifest througlakoedia are digitized
data sets of social networks on a scale never seen beforereuking data pro-
vides rich opportunities for sociology [19, 20, 53, 54, 83, 85, 84, 92] and new
insights to consumer behavior and marketing [10, 80, 89]rayaba host of related

applications to similar fields.

The rise and popularity of social media is astounding. Fangxe, con-
sider the popular social networking site Facebook. In J@iy®Facebook users
numbered over half a billichand during the first eight years of operation Facebook
reached over 750 million active users. Figure*2llistrates the exponential growth
of Facebook. Facebook is ranked 2nd in the world for intesites based on the

amount of daily internet traffic to the sife.

Shttp://www.facebook.com/press/info.php?timeline gased on October 19, 2011

4Figure produced with data found at http://www.facebookmress/info.php?timeline, ac-
cessed on October 19, 2011.

SRanked according to http://www.alexa.com/topsites, s@ee¢ on October 19, 2011.
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Figure 2.1: Number of Facebook Users Per Year

Social media, including social networking, blogs, and wixdogs, continue
to grow in popularity and are transforming the way people mumicate. Blog-
Puls@ automatically tracks and analyzes over 170 million blogshe Popular
microblog service, Twitter, handles over 200 million 14tacacter messages per
day [64]. Mobile devices are increasing the amount and #aqu of information
published in the social media environment. For example, B8dn Facebook

users are accessing the social networking service usiimgtiobile device$.

The widespread use of social media is not limited to one ggwgc region
of the world. Orkut, a popular social networking site opedaby Googlé, has a
majority of users from outside the United St&teFhe use of social media among

internet users is now mainstream in many parts of the wortlding countries

Shttp://www.blogpulse.com/

’http://www.facebook.com/statistics#!/press/info.phiatistics, accessed on October 19, 2011
8http://www.google.com/

%http://www.orkut.com/MembersAll, accessed on Octobgr2rd 1.



in Europe, Asia, Africa, South America, and the Middle E&stéven well known
organizations such as the United Nations are highlightowges media as a useful
toolt!. Social media is also driving significant changes in busirsesl companies

have to decide on their strategies for keeping pace withiigig media [49].
2.1 Provenance Data in Social Media

With information published from so many sources, often bdished and modified,
it can be difficult for a recipient to know where a piece of imf@tion originated
from, whether or not it should be trusted, or what latent pags or biases might
be attributed to the piece of information. Provenance nattadbout pieces of
information published in social media are not readily magsglable to users today.
This can be problematic for recipient social media users afgounable to make

accurate judgements about the information they receive.

Social media is rich with data linking individuals and cadlude a wealth of
user profile data with a variety attributésProfile data can vary from very accurate
and detailed information about a user to completely falégrimation about a user,
or even an altogether fabricated user. In addition to linkpmofile data, users make

statements, join groups, share photos, post videos, and™vn issues.

Complete profile data and link data do not always accompatgrsents
that are published in social media. In some cases, a morerebesive profile
could be aggregated by collecting data from the partial lg®that a single user

has, in practice, spread across multiple social mediaceprioviders. However,

LOhttp://www.alexa.com/topsites/countries, accessed apli@r 19, 2011.
Uhttp://www.un.org/News/Press/docs/2011/sgsm135@4tim, accessed on October 19, 2011.
12The variety of attributes available are dependent on iddiai user preferences



collecting user profile data for a single user from dispasatgal media sites is not
effectively done today. Until a supporting infrastructlite the semantic web is
widely embraced and utilized, social media users are ldfiaut a strategy and a
means to meaningfully comprehend this data and realizditefrem latent prove-
nance data present in the popular contemporary social neesisonment. The
amount of data available in social media today is unprededesind vastly differs

from traditional media sources.
2.2 Provenance Data in Traditional Media

Statements published by traditional media methods, sughi@isor television, do
not pose a significant challenge for determining the proneeaf the information
when compared to social media because of three importaot$ad-irst,directives
(including self regulation) create a set of ethics that pyteprovenance data as an
important aspect of the information that is provided. Faareple, the associated

pressStatement of News Values and Principfaacludes the following:

“It means we always strive to identify all the sources of mforma-
tion, shielding them with anonymity only when they insisbagt and
when they provide vital information - not opinion or spedida; when
there is no other way to obtain that information; and when nakthe

source is knowledgeable and reliable.”

Another example from the Canadian Broadcast Standardsdi@ode

of Ethics#:

Bhttp://www.ap.org/newsvalues/index.html, accessed ctol@r 19, 2011.
nttp://www.cbsc.calenglish/codes/cabethics.php#&@iapaccessed on October 19, 2011.

10



“It shall be the responsibility of broadcasters to ensuas tiews shall
be represented with accuracy and without bias. Broadcasheil| sat-
isfy themselves that the arrangements made for obtainiwg pasure
this result. They shall also ensure that news broadcasts are

not editorial.”

The directives and ethical standards promote the disaosiuprovenance
data with the statements made in traditional media. Howeamial media users

are not bound by regulations or formalized ethics.

Second production controls Traditional media editors and producers re-
inforce regulation and ethics providing a “checks and bagah service that is not
present in social media. Another production control is tbeeas to media outlets.
With traditional media, access to media outlets is one-&own Both technology
limitations and high cost of traditional media limited thenmber people and or-
ganizations that could publish statements. Today’s socedia user can publish
at will, leveraging “many-to-many” communications techogy that is extremely
cheap in comparison to traditional media [87]. Time to pcddion is also a pro-
duction control for traditional media methods. Televiseimd newspaper content
can be approved and delivered in minutes or hours. In thelso®dia environ-
ment, where statements are both unregulated and easy isipubhtements can be

communicated through social media almost instantaneously

Third, size The amount of social media content dwarfs the content pro-
duced by tradition media. Television networks ABC, NBC, &#S, over the

course of 60 years, produced 1.5 million hours of prograngmi€ontrast that

11



amount with YouTub®, a popular social media site. YouTube received more video
in six months than all three of networks produced in totalrythe 60 years [92].
According to the Newspaper Association of America thereaneB87 newspapers

in the United States and Canada in 2B09Compare that number of newspapers
with over 170 million blog8’. Thus, the overwhelming amount of social media
complicates the process of obtaining provenance data wédrepared to traditional

media methods.

Without binding values of integrity and formal productioontrols, social
media users can publish freely to a massive populationei®@eits that would have
sources identified in traditional media may not have theemtrsources identified

in social media.

Opinions published in social media are not limited to anagdit section.
Facts may not be thoroughly checked with as much rigor asdititraal media
organizations. In the end, the individual social media usaften left to judge

whether a statement is fact, opinion, or rumor.

Bhttp://www.youtube.com/

Lnttp://www.naa.org/Trends-and-Numbers/Circulatioedl$paper-Circulation-Volume.aspx,
accessed on October 19, 2011.

Unttp://blogpulse.com/

12



Chapter 3

FACT, OPINION, OR RUMOR?

When a user receives a statement via social media, the ustmnalke an assess-
ment about whether the statement is a fact, an opinion, om@ruEven a true

statement, or mutually agreeable opinion statement, mag &&idden motivation.

Rumors, or deceptive statements, can result in a range c¢eqoences
varying from an embarrassment to causing real trouble. Iy BH 1, a fake quo-
tation erroneously attributed to Martin Luther King madewtay to thousands of
social media users as it was a resent from user to user. Theesofthe erroneous
quote was a Facebook post that included quotes from Martimdruking but when

the message was repeated inaccurately, it was quotedectgris7].

Crosby lists several examples of how “bad information cadibpensed so
easily and widely” through social media [26]. Her exampledude false reports
about a school shooter, rumors of anthrax in packages, acdunate reports about

neighborhood crime.

The negative impact that rumors can have on society has beeied for
years. Allport and Postman provide a “Basic Law of Rumor’heit book “The
Psychology of Rumor” published in 1947 [5]. Their basic lafnamor is repre-

sented by:

“RNiXa"

Where the strength of a rumdr, depends on the importanéeand the ambiguity,

a, of the statement. In other words, whether or not a rumor kellcirculated
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depends on how important the subject of the rumor is to thpiest as well as
how ambiguous the statement is. Allport and Postman argu \alstatement is
unimportant or is not ambiguous, there will not be a rumoreyralso report that

rumors usually are propagated among like-minded people [5]

There are important differences in 2011 compared to Allgord Post-
mans’1947 that enable rumors to spread more rapidly andywidan ever before
throughout society. First, social media technology presidn infrastructure not
only for communication but also an ideal infrastructureramor propagation be-
cause like-minded people are already organized in sodialanks. Second, people
are able to communicate with thousands of other peopleritestaously through

social media - something that was not possible in 1947.

Given today’s social media infrastructure, when a piecenfidrimation is
important to Allport and Postmans’ “like-minded peoplé,’can be transmitted
within seconds. The ability to rapidly resend messagesutitrahe like-minded
structure and network of friends often masks the ambigugtyalnse of the trust
between social media users. A logical question to ask is ledvelp an individual
user judge whether or not a statement appearing in socialbneethct or fiction?
One answer is to provide the user provenance data aboutesnstiait to help the

user determine what level of confidence to put in statement.

In some cases, the wisdom of the social media crowd detdsts ifafor-
mation, or rumors, and the social media crowd performs a ¢f@ito correction.
When a false statement is widely propagated, researcheesdiserved that it is
not repeated as often as true statements and in some casekited altogether by

taking advantage of the social network infrastructureaalyen place [58].
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However, false information, or rumors, are not always wiaBsseminated
throughout social media and are not always detected umtiesdtamage has been
done. When the false statement is not popular or widely diss#ed, end users
would benefit from provenance daahoutthe source and history of the statement

in order to make a sound judgment concerning the statement.
3.1 Aspects of the Provenance Data Problem

When a popular statement is made, the real provenance datei@st is metadata
affiliated with the source of the statement. Since a messagpéeated by so many
social media users, finding the provenance data about thmakisource becomes

the primary goal.

In cases where there are multiple sources of the messadesrerdre mes-
sages that are similar, the search is focussed on the mebssdgeas sent first or
most likely sent first. Provenance data about the earliessage will be the most

valuable to the user.

In other cases, when a social media user receives a messdge ot as
popular and consequently not as widespread, it is usefurisider the provenance
data about the source and any other nodes that may havesrattead the message

prior to the final user’s receipt of the message.

Discovering provenance data in social media helps to sdlgeptoblem
of reducing uncertainty about the origins, custody, andersinip of a statement
published in a social media setting. Finding metadata abeudrigins and custody
of a statement are at the heart of the provenance data proBlemply put, origins

are characterized as the metadata about a social medidasgansmits or passes

15



Aspect Problem to solve

Origin What is the original source of the statement and what is krelvaut the source?,
Custody What was the communications path of the statement and whdmaymodified
the statement? What is know about anyone who may have modified
retransmitted the statement?

Ownership| If the statement is about someone, how are they associatednhei
communications path?

Table 3.1: Three aspects of the Provenance Data problencial soedia.

along a statement. Such metadata are cglledenance attributeand will be

formally defined later in this work.

A social media user might be the original source of the statdgrar simply
one who repeats or modifies a statement made in social medchaid of users
defines the custody of a statement such as a message thatemagassed along
nodes in a social network. The custody information aboutstiagement will be

known as grovenance pathnd will also be formally defined later in this work.

In some cases, ownership data is also an important aspecowrance.
Ownership in the context of a social media statement retees ubject, specifi-
cally a human subject. The owner is the individual that isghieject of the state-
ment (when such an individual exists). This becomes impbwtéen the subject is
not the original source of the message or is not includedaptbvenance path. Ta-
ble 3.1 lists the three aspects of the problem that are thiandriactors to consider

in order to fully address the problem of finding provenanda @dasocial media.

For example, consider one of the rumors that was investigatdMendoza
et al. [58]. Amongst the thousands of tweets in the 2010 gagke in Chile, some

tweets were reported on the death of a famous singer, Ri¢ajdoa. However,
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Ricardo Arjona did not perish in the earthquake. This is agexample to ex-

amine from the perspectives of origin, custody and owngprshi

Mendoza et al. reported finding several unique tweets abmatré® Ar-
jona and some of those tweets were retweeted, thus propgdhé rumor. In this
case, finding provenance data about the original sourceeaghtéssage will be most
helpful. How the messages were propagated and modified vadsddboe telling to
a recipient, and before the message was widely propagatemance data about
the chain of custody, or provenance path can also be helfifid. also useful to
consider the ownership of the statement (i.e., the subjetteostatement). Some
statements in social media will not have an owner. Howewudhe case of Ricardo
Arjona, because he is the subject of the statement, he isr@fities information. In
other words, Ricardo Arjona himself ultimately specifiesatfter or not he is dead.
If Ricardo Arjona is not the source of the statement (or samewsho is closely
associated with him), that fact is useful provenance dalte Seme can be said of
the nodes in a provenance path, if the owner of the statermait part of the path,

and then the veracity of the statement might be questioned.
3.2 Hypothesis and Contributions

Given the widespread use of social media in its variety ahfgrand the propensity
of such large numbers of people to use that media to comnteracstatement that
is valid, mistaken, or blatantly false, the problem becohms to find provenance
data that would prove useful to recipients. The hypothefsthie work is thatit
is possible to use social media itself, as it exists in its gent form, to obtain

useful provenance data by leveraging the massive amounts déta published
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in social media to provide meaningful context about statens published in

social media

There are three provenance questions which seem to encethgasgical

starting points for building a provenance data capabibtysocial media:

1. When a user receives conflicting statements, which orenyif should be

accepted as credible?

2. When the owner of a statement is not the source, shouldtdlbensent be

accepted as credible?

3. When the source of the statement is not evident, what isdhrce of

the statement?

4. When the source of the statement is not evident, shouldtdtement be

accepted as credible?

In order to demonstrate that it is possible to use social enadia source
of provenance data for statements made in social media; tesgarch needs to be

done to:

e Define a general framework for the problem. A theoreticaltcbuation of
this research effort is a general framework, pnevenance pathfor today’s
most popular, contemporary, social media environments Taimework is
influenced by provenance work applied to other computatiand informa-
tion processing domains. This framework is the first contidn of this re-
search, and is addressed in detail by the chapter on provepaths in social

media.
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e Define what meaningful provenance data is for the social axaironment.
A significant challenge is identifying a method that will bgpéicable to all
social media users in today’s social media environment. SEwend contri-
bution of this research effort is the definition of proveradata, provenance
attributes, for today’s social media environment. The tdlapnprovenance
attributesprovides a formal definition for provenance data in the oo
dia context. The initial approach of working with provenarattributes is

addressed in a subsequent chapter.

e Develop a criterion for evaluating the effectiveness ofatihg provenance
data from social media. A third contribution of this reséeigca set ofmetrics
that can be applied for evaluating efforts to find provenatata in

social media.

e Explore the framework and mechanisms for obtaining meduingove-
nance data. A fourth contribution of this research effotioi®btain exper-
imental results that demonstrate the framework’s poteatid explore both
the value and limitations of the framework and the approaiis also re-
sulted in a proof-of-concept application for automatigéthding provenance

data in social media.

¢ Identify long term research challenges. A fifth contribatmf this research
is to identify additionaresearch opportunitieeelated to finding provenance

data in social media.
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3.3 Beginning with Twitter

The microblog site Twittérwill serve as the testing ground for this research effort
to explore provenance data in social media. Why Twitter? tt@whas the basic
characteristics of other social media sites including ymsefiles, a communica-
tion mechanism, a social network framework, and large nurobasers. Twitter
does not provide provenance data about statements thatasmitted across its
social network. Twitter messages, or tweets, are effdgtpuablic broadcast giving
researchers easy access to data. Twitter data providesdlasients required to
investigate the utility of the provenance path frameworlitfer data provides a
simple environment for exploring provenance data and dg@wed) approaches to

measure provenance data in a social media setting.

Not only does Twitter provide a simple setting for researghprovenance
data in social media, but Twitter provides meaningful tytito millions of people

around the world every day including:

Passing information about current events [17].

Expressing feelings [96].

Monitoring humanitarian aid and disaster relief needs anidities [52].

Political messaging [94].

Political advertising [78].

Ihttp://twitter.com
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e Commercial advertising [61, 93].

e Stock market correlation [40].

Thus, finding provenance data for statements appearingeetsacan be
meaningful for Twitter users. For example, consider a tvgeet during a political
campaign. Knowing more about the message, such as thecpblitiotivations
of the originator, can provide a recipient with additionasights into the impetus

behind a message.
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Chapter 4

A PROVENANCE PATH FRAMEWORK FOR SOCIAL MEDIA

The social media environment network can be represented diiyeated graph
G=(V,E),veV andec E. WhereV is the set of nodes representing social
media users publishing information using social mediaiappbns.E is the set of
edges inG representing explicit transmission of social media comication be-
tween two nodes iNW. An explicit transmission occurs when distinct informatie
communicated from one node to another or when one node lgligattesses infor-
mation available at another node. Publishing informatimme is not considered

an explicit transmission and does not create an edge in

Provenance can be characterized as a directed graph [Z28,377]. Within
the graph, @rovenance patlsan be assembled for each statement produced from
the social media environment. The provenance path buildsnargl theoretical
framework for finding provenance data in social media. Gitrendirected graph
G = (V,E). The following terms are defined:
Definition T is the set ofecipientnodesinG: T CV.
Definitiont A is the set ofccepted nodes inG: ACV and [T C A).
Definitiort D is the set ofliscarded nodes inG: D c V,(DNA) = 0,
andODNT)=0.
Definitiort (AU D) areidentifiednodes.

Definitiort M is the set oluindecidechodes inG: M =V — (AUD).

1The criterion for accepting nodes is uniquely determined by
2The criterion for discarding nodes is uniquely determingdb
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Definition aprovenance patfp, isapathinG: p=(vi,Vz,...,Vn) : V1 #Vp,V1 €V,
andv, € T.

Definition P is the set ofill provenance paths G:Vpie Pi=1...m: m= |P|
andps # p2 # P3 # - - - Pm.

Definition Accepted provenance path: for all nodesyy, in pathp, vk € A.
Definition Heterogeneous provenance pagh for all nodes,vj, in pathp, v; €

AvjeD,orvj e M.

A provenance path is a set of nodes and edges comprising apathich
an element of social media information is communicated feonode in the graph
to one or more a recipient nodes. Nodes in thé's@n individual or group) are the
final recipients of information along a provenance patheatter referred to as the
recipient. The recipient makes decisions based on thenrdton transmitted via
a provenance path. Each provenance path is unique, andrtiagrée more than
one provenance path providing information to a recipieigufe 4.1 illustrates the
most common relationship between the subsetg.offhe arrows illustrate some
characteristics of possible provenance paths includiog@ed and heterogeneous

provenance paths.

The ability to assess a provenance path, or to confidentlgidena set
of provenance paths, is a key to providing usable provendateto a recipient.
However, the social media environment provides a very ehglhg problem for
finding provenance data. The social media environmentthikevorld-wide-web,
provides a theoretically bounded but practically unboun@®blem space because
of the large number of users in the social media environm@anhsider that there

are a finite number of websites as part of the world-wide-wdwever, determin-
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Figure 4.1: Sets and abstract paths

ing the actual number of web sites is extremely challengir®j.[ Similarly, there
are a finite number of social media users and a finite amourdlsoedia informa-
tion. However, determining the precise number of usersastmally intractable.
This unbounded social media environment presents an udiedysroblem space

for provenance paths in practite

A provenance path can begin at an identified node=(A or v; € D) or
from a node that is undecided, (€ M). The social media environment also presents
cases where a provenance path exists but all of the nodeslged m the path are
not known or only partially known to the recipient, definecaasncomplete prove-
nance pathlIn the case of an incomplete provenance path, the compigtemmance
path exists in the social media environment but the compiatie is not discernable
to the recipient. Given an incomplete provenance path, tinegoy goal of solving
the provenance path problem is to make all of the unknownsadd edges known

to the recipient. When all of the nodes and edges are knowhéyetipient, the

3In some cases the social media environment will be boundsdasiwhen considering a single
social networking site or small subset of social media sites
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provenance path is defined as@mplete provenance pativhen the social media
environment is unbounded, it may not be possible to make pleprovenance
path known to the recipient. The recipient will need to emptrategies, intro-

duced later in this chapter, to decide whether or not themmtete provenance data

provides useful information.

Whether or not the provenance path is useful depends on heoretipient
defines usable provenance information. A mechanism is eedgetermine how
multiple provenance paths providing the same or confliatifigrmation should be
evaluated by a recipient. The problem space can be condidec approached
from different perspectives depending on whether or nop#th is complete

or incomplete.
4.1 Complete Provenance Paths

Assessing provenance will be easiest when the recipientacaess aomplete
provenance pathwvith node and edge relationships known to the recipientndde
tified nodes are categorized, based on a criteria a recigéadittes, as accepted or
discarded. The criteria for accepting nodes can be basem®mclwaracteristic or
a combination of characteristics attributed to nodes inetinéronment. Nodes in
the graph that are representative of social media usuathggpond to a person or
a group with profile data associated with each node desgrthimperson or group.
Accepted nodes can be practically defined in many ways. Aaoep might mean
trust through a friend-of-a-friend as described in [37]c@ptance could also be de-
fined by group affiliation, political affiliation, reliabtly ratings, by publicly posted

comments in a social media setting, education level, etce giovenance data
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availability function formally defined in the next chaptefVy), with a recipient-
determined threshold value, could also be used to decidéheher not to accept a
node with a mapping tar . Discarded nodes could be defined by the antithesis of
the acceptance criteria, or more broadly as nodes whichat@coepted. When all
the nodes can be identified, the provenance path can begdealyend if a discarded
node is encountered, the information that was made avaitala recipient individ-

ual or group can be discarded altogether or evaluated withiadal scrutiny.

Given a complete heterogeneous provenance path, the isstairbusiness
is to identify any undecided nodes in question that are deduin the provenance
path. Perhaps one of the most exciting opportunities forngpwith undecided
nodes in a provenance path is leveraging social media ttselétermine how to
classify undecided nodes. Analyzing the content of a noddeaused as a basis to
identify an undecided node. For example, if the undecidettmepresents a group,
recommendation systems might be leveraged to advise aaertgbout whether
or not the node is associated with a group that they mighthaligh. Thus, the
recipient would have some basis on whether or not to accegisoard the node.
It is not a far stretch to see how a knowledge of social medwugs [10] could
be extended to nodes that represent individual people. fomaated system could
assess which groups the recipient aligns with based on ti@ent’s social media
profiles and determine whether or not the undecided nodesepting an individ-
ual person would recommend the individual for the same gr@gpthe recipient.
Recommender systems are being implemented for variouspespuding a variety

of technical approaches [2] including social media sitehsas Facebook [7].
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In this manner, an automated system could recommend nogeseating individ-

uals as accepted or discarded.

Once all the nodes in the provenance path are identified, rineepance
path can help a recipient assess the information that isnrdted along the path.
Complete provenance paths can contain both accepted arataisl nodes. Recip-
ients must decide whether or not a provenance path conggloath accepted and
discarded nodes negatively impacts the credibility of tlaéesnent communicated
along the path. Similarly, when none of the nodes are ideditifall nodes in the

provenance path should be identified before the informasiaconsidered.
4.2 Incomplete Provenance Paths

If the actual path is not completely known to the recipientauld be difficult to
determine whether or not a discarded node contributed tdtered information
presented to the recipient. In such cases, the challengemsscto identify the
complete the provenance path and it is likely that in som&it®s it will be im-
practical to identify the complete provenance path. Wheigaifecant portion of
the path cannot be disclosed, an approximation or estimatidhe provenance
path could provide useful insights to the recipient everthout the complete path
identified. For example, if some nodes along the known poricthe provenance
path are discarded. In particular, if the discarded nodpsapat the “beginning”

of the path, the recipient might not view the statement adilole.

Social media provides opportunities to indirectly deterenthe actual or
likely provenance path. Given a bounded social media enment (e.g., a single

social networking site or small subset of social media siiemay be possible for
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a recipient to complete the provenance path by leveragiagtitial media data
available. For example, link information from differentcgl media sites associ-
ated with the same person might be leveraged to look for apsrl Continuing a
search on another social media site, based on the “begihafrthe path that is

known may reveal other nodes and edges along the path.

A related challenge is when the incomplete provenance paitesented to
a recipient in an unbounded social media environment. Witindheds of millions
of social media users, it is conceivable that the completggarance path will not
be disclosed in a time frame that is usable to a recipient.alf bre possible to use
social media data to uncover only a portion of the provengatk. If the prove-
nance path cannot be discovered in total, then the decisist be made about
whether or not an incomplete provenance path is adequatz\e as a basis for a
decision. In some cases, the content of the information neapdonsequential to
the recipient and no decision will need to be made. In otheesahe recipient will
need to employ probabilistic mechanisms to determine hevirttormation should
be considered. Depending on the circumstances, deteronisatould be made by
directly finding the path in the social media environment yiobtaining informa-
tion about the nodes and links in the social media networkectly (separate from

nodes and edges included in the actual provenance path).

Approaches need to be developed to create, search for, ioragstthe
provenance path when the provenance path is incompletésiDestrategies need
to be developed to help the recipient judge the credibilitihfiormation provided
through social media or determine whether or not the infoionatself can be cor-

roborated via a separate provenance path, including ateptial media nodes.
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In an unbounded social media environment, it may be imptessthde-
termine exactly who published something or who is respdadir a particular
statement. However, in some cases it may be enough to knotharher not the
idea being presented is adversarial, complementary, gueniand how it might
impact the recipient individual or group. This would reguprovenance data that
is described in Chapter 5. Understanding the nuances oflecatibn, position, or
opinion, could lend itself to a level of confidence accepdbla recipient in order
to assess information received from an incomplete provanaath characterized

using only the portion of the provenance path that is avhil&dy analysis.
4.3 Multiple Provenance Paths

Multiple provenance paths present both prospects andectupgds. Figure 4.2 illus-
trates the concept of multiple provenance paths and sonteeafttallenges multi-
ple paths present. When multiple provenance paths@mgplementarythe paths
present consistent information to the recipient individuaroup. Complementary
provenance paths might help to serve as an authenticatichanism for the in-
formation presented to the recipient. However, cautionasranted because false
or deceptive content can also be repeated to a recipientpdip@se of providing
provenance data to a recipient is to help the recipient jubdgecredibility of the
duplicate statements. The most challenging decisionsdividiual or group may
need to make are when the provenance paths are incompletaudtiple prove-

nance paths provide conflicting information.

When multiple provenance paths a@nflictingby presenting inconsistent

or contradictory information to the recipient, the proveca paths must be recon-
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Figure 4.2: Multiple provenance paths

ciled. In cases where provenance paths provide conflictifaymation, a prob-
abilistic approach might be applied to determine which prance path should
be accepted, if any. Table 4.1 summarizes the provenanheppablem domains.
Additional work needs to be done to research, design, dpyédst, and validate

solutions to the variety of problems present in the proveaarath problem space.
4.4 A Case Study

Consider the case of the Justice Roberts rumor based on kesiwgstigation [13].
Reference Figure 4.3, a Georgetown Law School professae) shared ficti-
tious information in his class along edggse,, andes. A studentin the class, node
V3, sends a message to a blog site neglalong edges,, and the group at the blog

site publishes a story based on false information. Simitavgnance paths reach
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Figure 4.3: Case study diagram.

other blog sites and false information about a Justice itJthiged States Supreme

Court becomes a well-circulated rumor.

The information communicated aloegmay or may not be accurate. Given
the provenance path shown in Figure 4.3, naglshould determine whether or not
it should accept the information about Justice Roberts.héf recipient nodess
analyzes the provenance path, and determines that it @asédch node along
the provenance path as acceptedcould accept the information received via the
explicit communication along, andes. However, ifv; or v3 are discarded nodes,
the recipient will need to consider what must be done in otdeuthenticate the

information.

In Figure 4.4, an additional nod&R is added to represent Justice Roberts.
If nodeJRwas included the provenance path, the information mighonsidered

reliable. However, given that the nod®&is not included in the path (as far as the
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Figure 4.4: Case study diagram with additional node JR.

recipient can initially discern), questions should beediabout the validity of the
information. In this case, direct or indirect connectiossig networking informa-
tion and available social media could be examined to gleditiadal information.
As examples, comparing the “distance” from nodeand nodeJR to a common
reference point in social media, or analyzing the individu@s,, v3, andJR) group

memberships and associated group traits.

The provenance path concept provides a framework for eaqpadi more
specific techniques for finding provenance data in socialimeth order to ac-
complish the task of assessing whether or not a node includedprovenance
path should be accepted or discarded, a recipient needshamsi for specifying
what meaningful provenance data is. Such a mechanism, qaoge attributes, is

presented next.
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All nodes

Evaluating the provenance path may be as simpl

[¢)

Complete provenance path| identified | as traversing the path to determine whether or ngt a
discarded node exists. When a discarded node
exists in the path, a recipient may want to consider
additional factors beyond the nodes and edges
included in the path.
Some Undecided nodes must be identified as accepted or
nodes discarded. When a discarded node exists in the path
identified | a recipient may want to consider additional factors

beyond the nodes and edges included in the path.
No nodes| All nodes must be identified as accepted or
identified | discarded. When a discarded node exists in the path
(all unde- | arecipient may want to consider additional factors
cided) beyond the nodes and edges included in the path.
All nodes | Recipient must determine the most likely

Incomplete provenance pathidentified

provenance path based on direct and indirect
information available in the social media
environment. Recipient may need to define

threshold for acceptable path length (for intractal

problem space).

e

e

ate

Some Undecided nodes must be identified as accepted or

nodes discarded. Recipient must determine the most

identified | likely provenance path based on direct and indire
information available in the social media
environment. Recipient may need to define
threshold for acceptable path length (for intractat
problems space).

No nodes| All nodes must be identified as accepted or

identified | discarded. Recipient must determine the most
likely provenance path based on direct and indire
information available in the social media
environment. Recipient may need to define
threshold for acceptable path length for intractab
problems space.

Multiple | Recipient can use provenance paths to authentig

Multiple provenance paths | complete | or reconcile information.

Multiple | Recipient must determine the most likely

incom- provenance path based on direct and indirect

plete information available in the social media

environment. In an intractable problem space, th
recipient may need to define threshold for
acceptable path length and criteria for reconciling
accepted provenance paths with different lengthsg
heterogeneous characteristics.

Table 4.1: Provenance Path Problem Domains
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Chapter 5

WORKING WITH PROVENANCE ATTRIBUTES

When a social media user receives a statement via a microbésgage, a social
network, or even a blog site, it is not always clear where thgement originated
from, what motivated its publication, and what latent psg®may be associated
with the particular message. In such circumstances, a usieragditional meta-
data could make a better informed judgement about the irdtbam or statement
received. For example, when the complete name, occupaititutation level, and
age can be associated with the originator of a statemengrasibetter informed
aboutthe statement. In a particular domain, such as politics ga sy be inter-
ested in additional pieces of metadata. For example, a usieipwalitical interests

may add to the list of desired metadata, political affiliatemd special interests.

Provenance attributeare the metadata about the statement communicated
through social media. Defining the specific pieces of metadattheattributes
a recipient is concerned about is a necessary prerequisifefling usable prove-
nance data in social media. The individual attributes thacgient specifies as
important are subjective based on the particular intergataes, and needs of the
recipient. However, finding provenance attributes in doukedia can be

measured objectively.

The subjective and objective aspects of provenance aksbenable the
concept to be applied generally for any recipient that $@scivhat provenance at-
tributes are important for their domain of interest. Thepiant subjectively selects

provenance attributes of interest, systematically wookfnid the attributes in so-
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General demographic attribute set| Domain specific (political) attribute set
Formal Name (Individual or Group)| Formal Name (Individual or Group)

Location Location
Occupation Occupation
Education Education
Age Age
Employer

Political affiliation
Lobby affiliation
Special interest(s)
Conviction(s)
Citizenship
Ethnicity

Gender

Table 5.1: Provenance Attributes

cial media, and can objectively assess how accessiblettitigts are to determine

whether or not a provenance path is acceptable.

To further explore and illustrate the concept of provenaattebutes, two
sets of provenance attributes are specified for this relsedffiart. Table 5.1 displays
general and domain-specific attributes. The general sedexae as basis for other
domain specific attribute sets. As an example domain-spedtitiibute set, the
second column in Table 5.1 lists the attributes selectea foolitically motivated
provenance data attribute set. Both sets of attributesepted in Table 5.1 are
based on standard demographic questions [14]. Howevecutinent social media
environment does not always provide this metadata with eatitidual message.

Thus, provenance attribute data must be discovered or nioedsocial media.

As an example, consider a tweet from Antonio Villaraigosa, mayor of
Los Angeles, California, published in September, 200Bhe message is about a

potential subway project creating jobs in Los Angeles. Gigaly the username,

Ihttp://twitter.com/villaraigosa/status/43564595 1&;essed on October 19, 2011.
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Attributes Source

Formal Name Twitter profile
Location Twitter profile
Occupation Twitter profile
Education Facebook profile|
Age Facebook profile|
Employer Facebook profile|

Political affiliation | Facebook profile
Special interest(s)| Facebook profile|
Conviction(s) Facebook profile|
Gender Facebook profile|

Table 5.2: Example Provenance Attributes Found

“villaraigosa”, several provenance attributes can beiabthby openly public so-
cial media sources. Table 5.2 lists the provenance at&gbiltat can be found for

user villaraigosa through a public search of social mediaueces.

Specifying the particular set of provenance attributes #na of interest
forms the foundation from which to begin the search for prarece data in social
media. A successful search for provenance data in sociabmeast address four
challenges. First, the effort must begin from a startinghpaiith a meaningful
signalthat can be used to direct the start of a search. Second,naove attribute
values must béound Third, provenance attribute values mustbédated Finally,

some of the duplicate attribute values might need teebenciled
5.1 Starting with Signals

Not all Twitter user pages contain data that can be mappetirioudes. Addition-
ally, not all tweets contain a URL. It is clear that some twese more susceptible
to mining provenance data than others. One metric for mewgtine value of a
microblog statement isignal [80]. Table 5.3 lists the characteristics defined as

providing a good signal (out of the noisy statements thatate@antain the charac-
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Signal characteristic Text indicator
Hyperlink http://
Reference to another identifier @
Hashtag #
Retweeting RT

Table 5.3: Twitalyzer signal characteristics

teristics) as used by TwitalyZerA statement with one or more of the signal charac-
teristics included in the text increases the likelihood firavenance metadata can
be discovered from a microblog statement. Statements icamgehyperlinks can
lead to web pages that provide additional information. estegnts that reference
another user identifier link the statement to another socedia user. Statements
with hashtags can be compared and contrasted to other stategontaining the
same hashtag. Retweeting can help link the statement tededtatements or even

additional identifiers.

From a database containing over 53 million randomly codlédiveets, a
large portion of the tweets have at least one signal metacagiteristic in the mes-
sage. Figure 5.1 shows the percentage of each charactanditridually and also
a bar to indicate the percentage of tweets that have at leasbfathe characteris-
tics. Over two thirds of the randomly selected tweets cordasignal characteristic
that could be leveraged in a search for provenance data grekténsion, search
for provenance paths associated with a statement publisrsmtial media (i.e., a

tweet).

2http://twitalyzer.com

37



100

80| :
60| 2
%
40| 2
20 :
O T T T T T
Hyperlinks ldentifiers Hashtags Retweets At least

one char-
acteristic

Figure 5.1: Portion of tweets with signal characteristics.

5.2 Finding Attribute Values

Finding provenance attribute values that are not readibyiged, or trivially ob-
tained, provides new information to a recipient. The follogvformal definitions
help us to define provenance attributes and define a methaguortifying how
much provenance metadata is available for a given micradtetgment.
Definition Sis a microblogstatemenof interest to a recipient (i.e. social

media user).

Definition K is a set okeywords(k; ...kn) € K, andK C S,

Definitiort a is a unique microblogdentifier, such as a username, associated
with S.

Definition Ais a set of provenanatributes (a3 ...a,) € A, sought for anyx. For
example provenance attributes might includene, occupation, education, and po-
litical affiliation.

Definitiont N is the number of provenance attributes sought after fooany = |A|.
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Definition W is the set of weightgw; ... wy) € W, associated witlia; ... an) € A.
Definition V, are provenance attribute valuég, ... vN) €V, the set of provenance
attributes values associated with For example, the attribute values mightJedf,

news anchor, republicarandunknown

In order to objectively quantify progress in obtaining peoance attribute
values, an availability function is defined:
Definitiont information provenance availabilifignction,

r:Vg — [0,1],

N
r(Vg) = Z—“g,%,% wherex, = 0 if vy is unknown, otherwisg, = 1.
n=1""n

Problem Statement for Availabilitgsiven statemerts, keywordsK, unique
identifier a, and provenance attributéswith weightsW; find attribute value¥,

to maximize information provenance availability

The availability function quantifies how much provenanceadata is avail-
able for a particular statement. The availability functadlows basic comparison of
mining algorithms, search strategies, and prioritizabbsearch results. Applica-
tions designed to automatically find provenance attribaéesbe compared based
on the number of attribute values found. However, this igpbjma beginning point
for comparison because the provenance data availabiligtion does not account

for the validation aspect, i.e. were the correct attribtdesd.

In order to demonstrate how the provenance data availahilitction is ap-
plied, a simple example follows. The example tweet is sertt byillaraigosa” and
it includes the statement “MTA to pursue fed $ 4 Subway & RegladConnector!

Projects that will cut pollution, create jobs and relieadftc http://bit.ly/2vyBWK.”
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The tweet is amongst similar tweets containing the keywdrtdp://”, “cut”, “will”,
“jobs.” Thus,S K, anda are:

S=“MTA to pursue fed $ 4 Subway & Regional Connector! Projebtst
will cut pollution, create jobs and relieve traffic httpit/lly/2vyBWK”

K ="“http://”, “cut”, “will”, “jobs”

a = villaraigosa

To demonstrate the availability function, a subset of thendimn specific
attributes listed in Table 5.1 are used. Specificaéll; name, occupation, educa-
tion, and political affiliation. ThudN = 4. In this example weighting scheme, less

emphasis is placed on tleecupatiomattribute lettingV = (100, 50, 100, 100).

How can$S be assessed from a provenance perspective (i.e., “infarmat
regarding the origins, custody, and ownership of” the ty#dthe provenance at-
tributes desiredA (name, occupation, political affiliation, and educaticarg not

available from the tweet alone. Thus, the provenance ategomust be discovered.

Beginning with the unique identifiar (villaraigosa), and any link informa-
tion that is available, a search begins for provenancéates. In this case, there is
a link in the microblog. In other cases link information mapt be available. How-
ever, searching the web and social media sites may revediceadd information,
such as the Twitter user page associated withThe Twitter user page for “vil-

laraigosa,’http://twitter.com/villaraigosa, reveals name and occupation.

Note that the link contained in the tweet;tp://bit.1ly/2vyBuK, leads
to a City of Los Angeles press release on Mayor Antonio \dligosa’s web page.

By examining the press release, name is matched and oo patound.
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The provenance data available result¥is Antonio Villaraigosa, Mayor,
unknown, unknown. Thus,
r(v) = ((100x1) 4 (50x1) 4 (10x0) + (10(x0)) /(1004 50+ 100+ 100)
= 150/350=0.43
In other words, the information provenance availabilitylod tweet is computed to
be 0.43 based completely on the provenance attribute detanetd from the Twitter

profile page.

Given the name, additional provenance attributes can bedfby extend-
ing the search to other social media sites. The public Fatepage,http://
www . facebook.com/antoniovillaraigosa, reveals education and political affil-
iation. Continuing the example, searching for villaraigos the social networking
site Facebook is helpful. Mayor Villaraigosa’s Faceboogeparovides additional
provenance attribute values. In particular, the attribataes for political affiliation
and education are discover&l= Antonio Villaraigosa, Mayor, Democratic Party,
Juris Doctorate. With this additional information, the ibsaility value is updated:

r(v)=((100x1) 4 (50x1) 4 (10x1) 4 (100x1))/(100+ 50+ 100+ 100)

= 350/350=1.00

Someone new to Los Angeles, or in another geographic locatiay not
know “villaraigosa” is the Mayor (perhaps the message wasdaded by a friend).
This fact that identifier “villaraigosa” is actually assat@d with the mayor of Los
Angeles adds decision quality information about the twedtgtter inform a recip-

ient’s understanding of the statement and reveal any latetivation or biases.

The information provenance availability function prowsdequalitative score

to address the question of how much provenance metadataiistde about state-
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mentS. Additionally, the function accounts for variations in hawportant distinct
pieces of metadata are from each other by weighting eadbuérvalue that is
identified during a search. The more provenance metadatastia@ailable, the
more a recipient can rely on the provenance information tp iméorm judgments
about the statement. This provides a necessary foundatigrévenance data in

social media, but is only the first step.
5.3 \Validating Attribute Values

Computing the availability of provenance attributes pde& a basic means to as-
sess the provenance data of interest. However, in the case attribute values can
be discovered, it is also important to know whether thelaite values are correct

(i.e., valid) for the associated statement of inter8st,

One approach to validating attribute values is to use malspurces to ver-
ify that a particular attribute value associated waths consistent across multiple
sources. For example, “villaraigosa” is associated wieh nlame “Antonio Vil-
laraigosa” on the Twitter profile and the Facebook profilee ®hcupation “mayor”
is associated with the name, “Antonio Villaraigosa,” in Tivédtter profile, Facebook
profile, and the City of Los Angeles page found via the linsiThe political party
attribute value is found on the Facebook profile and is likeweturned through a
simple search using Googlsearch for “antonio villaraigosa political party”). A
search using the Google web search engine returns thecpblii@rty from eight
sources. Counting the number of sources that provided time sdtribute value
associated witlm can provide a validity value for the provenance attributesoa

ciated with a specific statement. Dividing the total numbesaurces found by

Shttp://www.google.com/
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Attribute Example Source(s) Source counter value
Formal Name Twitter, Facebook 2
Occupation Twitter, Facebook, URL| 3
Political affiliation | Facebook, Google 7
Education Facebook 1

Table 5.4: Example Provenance Attribute Sources

the average total number of sources found for similar messé&g a particular
domain, indicates whether the provenance metadata yaigd@bove or below av-
erage. Specifically, we define a set of counters and an exptettd count value as:
Definitiont Iy, are attribute valusource countersis ...in) € I, for attribute values
in the correspondingy.

Definition C is theexpected total source coufdr a particular set of provenance

attributes A.

An example set of attribute source counters for “villaraigbis shown in
Table 5.4.C is calculated by summing the average counter values forteacplar
domain. In order to illustrate how provenance data valuaghirbe assessed for
accuracy as described later in this section, we will assuraeaverage counter
values for each attribute are 2, th@s= 8. Obtaining actuaC values for particular

domains of interests will be the subject of future reseaffudrts.

The following function is proposed to quantify whether ot tize attribute
values found are valid:
Definitiont provenance data legitimadynction,

l:ly, =R,

N .
I(ly,) = % wherei, = source count for attribute.

Problem Statement for Legitimacgiven statemen$, unique identifiera, prove-
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nance attribute valuag,, expected total source coudt find attribute value¥, to

maximize information provenance legitimalcy

As an example, given the assumption tBat 8 (based on a hypothetical

average of two sources for each attribut®/j) yields:

_ Snain _ 2434741 _ 13 _
|<|Vvillaraigosa) - nC - g -8 — 1.625

With a valid statistical value fo€ identified for a particular domain, when
I(lyv,) > 1.0, the attribute sel,, is defined as legitimate. Additional research is
needed to obtain valid statistical values for interestiogndins such as politics,

news, and entertainment.
5.4 Dealing with Duplicate Attributes

There are cases where finding and validating attributesedsd with a stateme&
are a bit more complicated. Perhaps one of the most chatigragipects of obtain-
ing useful provenance metadata is in circumstances wheledte attribute values
are found. Suppose that the statement of interest is a tvagrtdne of the 20 “Tom
Jones” Twitter profiles. Given the username,some provenance attributes might
be found in the publicly available Twitter profile. Howevektending the search
to other social media sites will force a choice of which “Toamds” is the person
associated with stateme8it With the assumption that the full name listed on the
Twitter profile is correct, the search is continued on Faokbshere there are 30

“Tom Jones” profiles available to choose from.

One approach for resolving duplicate attribute values@asted witha is to
reveal the correct association between the attribute salnda by comparing the

friend network structure between social media sites andsihg the most prob-
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ably match. The friend network associated with the “Tom 36m& Twitter can
be compared with the friend networks on Facebook in ordentbthe most likely
match between the “Tom Jones” on Twitter, and one of the “Tonegd” profiles on
Facebook. The match is chosen based on the friend netwoitk$heigreatest over-
lap. In particular, the followers aff define the friend network on Twitter and can
be considered as a directed graph with links from followeralpha The formal
name associated with listed in the Twitter profile is used to compare friend groups
from other social media sites associated with the sameifip) formal name. In
order to determine which duplicate name on Facebook is nlosgély associated
with a, the friend network ofr on Twitter can be compared to the friend structure
of each duplicate name profile on Facebook. The friend ndétsvon Facebook are
represented as undirected graphs with edges between noldends. The dupli-
cate name profile with the greatest overlap has the highebapility of being the
duplicate name that should be associated witiThis approach to dealing with du-
plicates has its roots in entity resolution research [16} mining [35], and identity

uncertainty [65].

The following definitions could be used to assess the prdibabi a match-

ing a duplicate name with a particular

Definition F, is the set of of the names of's followers
Definition F, is aset of friend nameassociated with one duplicate name identifier

on another social media site.

Definitiont p(Fy) is theprobability of the matclof F, to Fq,

p:Fy, —1[0,1],

p(Fn) =

Fal
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For example, suppose has Twitter followers with names, b, c,d, ande.
Fo = a,b,c,d,e. When the search extends from one side (say Twitter) to anoth
social media site like Facebook, we look for the “Tom Jonekbvinas the most
overlap withF,. Thefirst “Tom Jones” found on Facebook has frierld, e, thus,
Fp, =b,d,e and:
0.60

P(Fn) = fabcdey = &

Since there are 29 additional profiles on Facebook with thmen&rom
Jones,"p(F,) is computed for each “Tom Jones” profile. The “Tom Jones” peofi
with the greatest overlap has highest probability of belegrelevant profile asso-
ciated witha. Additional attribute values are obtained from the profiliehvihe

highest probability.

This approach to matching is used because of the differeincége net-
work structure amongst disparate social media sites. Fample, Twitter friend
networks are effectively implemented as directed graplkisFatebook friend net-
works are implemented as undirected graphs. When exterdsagrch from one
social network site to another site with a similar friengishetwork structure (i.e.,
from Facebook to LinkedH), more sophisticated methods might be used for dis-

ambiguation similar to those applied to web pages as in [11].
5.5 Comparing Provenance Paths

A provenance path in social media, defined previously intéhsand in [9], is a set
of nodes and edges comprising a path which a statement pedlis social media

information is communicated from a node in the graph to goient or recipients.

4hittp://www.linkedin.com/
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This is an adaptation from the way others have viewed provanas a directed
acyclic graph (DAG) [28, 37, 59, 77]. Figure 5.2 presents stract provenance
path and illustrates how a social media statement origigait node one may be
propagated through nodes two and three to a recipient. Tdngieat could be an
individual or a group. When a recipient can discern all of tlegles and links
associated with a provenance path, the path is completde Iptovenance path
exists but is not readily discernable to the recipient ntiiepath is incomplete and

must be discovered by some process or mechanism.

Figure 5.2: An abstract provenance path.

A provenance data search mechanism must be able to contémoheom-
plete paths (paths that exist but are not evident to theiestip When portions or a
path are missing, or the source of the path is not initialgniified, the provenance
search mechanism must jump to another segment of the soethhrenvironment.
One strategy for making a jump is to choose the next socialarsgte that boasts
the largest number of users. Another strategy for makinggpjis to begin the next
step of the search on another social media site that refgsearrequally or more
credible source of social media data. For example, somelsoeidia sites target

working adults versus the general population.

A search mechanism could use three rules to differentiab®r*pversus

“excellent” provenance paths in addition to the obvioussid@rations of structure
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and path length. Rules used to assess provenance pathsheobéded on thm-
formation provenance availabilifignction andnode discriminationsupplemented

with provenance attribute similarity for multiple prover® paths.

Information Provenance Availability

Information provenance availability could serve to pti@e various provenance
paths. If a particular path provides information provereagailability values of
less than 0.20 it might be considered poor, and greater tf#nhmight be consid-
ered excellent. The choice of threshold specific valuastofdistinguish between
poor and excellent is given as an example. Specific critboals be defined based
on domain expert input, recipient preferences, or detalealysis of provenance

path data and attributes for a particular domain.

Node Discrimination

Nodes included in a provenance path might be known priorealtecovery of the

provenance path. Some nodes might be trusted or acceptdt bgdipient and
others might be considered untrustworthy or rejected. Heaniore, the recipient
may not know anything about other nodes along the path. Aviei could define

node discrimination rules for labeling paths as poor or keeebased on the num-
ber of discarded or undecided nodes contained in a path. nergk an accepted
provenance path would be labeled excellent using a noddrdisation approach.
If a path contains more discarded nodes than accepted nbdaeuld be consid-
ered poor. Exact thresholds for the proportion of nodes tsddstinguish between
poor and excellent also should be defined based on domaimtexpet, recipient

preferences, or detailed analysis of provenance path dagagdarticular domain.
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Path 3

Path 4

Figure 5.3: Provenance paths. Nodes labé&lede accepted) are discarded, and
M are unknownT represents a recipient node.

Whether or not nodes are accepted, discarded, or unknowWa)sa inform
how to assess path structure. Figure 5.3 illustrates fawgorance paths with dif-
ferent numbers of accepted, discarded, and unknown noaddss P, 2, and 3, are
heterogeneous path$leterogenous pathsontain at least two different types of
nodes. Both path 2 and path 3 have the same number of discawded. However,
the order of the two accepted nodes in the paths is differe@ach path. Path 3 is
preferred over path 2 based on the position of the acceptaelsnwhich are found
closer along the path to recipieit For exampleacceptedhodes might represent
individuals that are part of a group of users working for thme firm. Recipients
also work for the same firm as the accepted noBéscardednodes are individuals

that are working for a competing firm (i.e., viewed as potdhtinot credible). In
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this hypothetical case, recipients should carefully adespaths that contain nodes
associated with the competing firm. A node representing diviglual not associ-

ated with any firm isinknownuntil the node can be assessed.

Path length can also be used as a gauge to judge the qualiro¥enance
path. Generally, shorter paths will be judged as better thager paths. It is
expected that shorter provenance paths will provide marerate provenance data
than longer paths, as has been shown in other areas of ne$ikarcomputing trust

in web-based social networks [38].

A provenance search mechanism must have a strategy fongesith in-
complete paths (paths that exist but are not evident to ttipiemt). When por-
tions of a path are missing, or the source of the path is nballyiidentified, the
provenance engine will attempt to jump to another segmernh@fsocial media

environment.

Decomposition, Analysis, and Recomposition

In some cases, recipients receive a message in social migdiaultiple statements
resulting from people combining statements, repeatirtgstants, or adding an ad-
ditional statement to the message. Recall the example fraeetuser villaraigosa
referenced earlier in this chapter containing the staténf®TA to pursue fed $
4 Subway & Regional Connector! Projects that will cut patiat create jobs and
relieve traffic http://bit.ly/2vyBWK”. This statement cée divided into five shorter

statements:

1. MTAto pursue federal dollars for subway.
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N

. MTA to pursue federal dollars for regional connector.

w

. Projects will cut pollution.

I

. Projects will create jobs.

(6]

. Projects will relieve traffic.

This seems to complicate the problem of discovering a prawvea path because
the final message received may be the result of a combinatimmweenance paths.
In these circumstances, the question is raised, “What ibeéseway to decompose,

analyze, and recompose, the provenance data for the m&%sage

There is a distinction between determining whether or naatement is
true, and determining the information provenance of théestant. The goal of
discovering and revealing the provenance data about arstates to disclose the
origins, custody, and ownership of the information. Pr@rere data will assist a
recipient in making a decision about whether or not the imfation is true or false
but the provenance data alone will not necessarily cettiéystatement. In a sense,
this distinction simplifies the decomposition, analysisd aecomposition steps.
The steps for analyzing provenance are simpler from moreptioated domains

because statements can be treated independently.

One option is to consider the provenance path separateiafdr piece of
information. For example, given that a recipient receivasesnentA, B, andC,
contained in a single communication via social media, sschraicroblog or a wall
posting on a social network site, provenance data might bgtgandependently for

each statement contained in the message.
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(=)
1 2 3 4
Figure 5.4: Communication with multiple statements.

Figure 5.4 illustrates the case when the recipient, nodeckives a sin-
gle communication with multiple (proposed factual) states. In this example,
the communication originated with informati@y at node 1, and was appended
with additional informationB, at node 2, an€, at node 3. Figure 5.5 illustrates
how three independent sets of provenance data, one for &teiment, might be

represented.

1 2 3 q
€, €; €3 Provenance
datafor A

1 2 3 4
€; €3 Provenance
datafor B

2 3 4
€3 Provenance
datafor C
3 4

Figure 5.5: Decomposition of statements.
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This poses the question, “could provenance be consideckpandently
using criterion specified by the recipient, node 4?” For eglansuppose the re-
cipient specifies a set of provenance attributes of interksteparate provenance
availability value could be calculated for each statemBeicomposition might be
accomplished using a representative provenance aviyaklue for the commu-
nication. Specifically, a representative provenance abgity value,rep, might be

considered as:

Fean = Shoi'n
rep= =N

WhereN is the total number of individual statements, apds an independent
provenance availability value. For the example illustdateFigure 5.5:

r — atrstic
rep= =3

Another questions is, “Would it be more helpful for the reei to skip re-
composition and consider the statements separately?’s€Riss logical when the
cumulative availability value is low, perhaps indicatidgat a significant amount
of provenance attributes could not be identified. Alteneyi, when the prove-
nance data for two statements are identical (availabibtiye and path structure),

the statements might be recomposed and considered tagether

The ability to discern and analyze provenance paths in ko@dia is an
important part of finding provenance data in social mediadifohal research is
needed to help address questions related to decompostialysis, and recom-
position. In the future, additional work should include tiest and validation of

metrics that will enable provenance paths to be revealedssessed.
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Chapter 6

SEEKING ATTRIBUTE VALUES

A solution for provenance attributes and a provenance patét ie provided in
order to provide useful provenance data to an end user regastatement made
in social media. The end user that receives the statementdozial media, and
Is inquisitive about the provenance data associated welstatement, is simply
known as therecipient. An approach for finding the provenance attributes for
every node in a provenance path is needed. With attributepatidinformation
accompanying a statement, a recipient can better asse#iservibe not ownership

might be a factor to consider.

Recall the discussion and definition gh@venance patpresented in Chap-
ter 4 and the discussion pfovenance attributeand theinformation provenance
availability function presented in Chapter 5. The provenance path proldess-
sentially an extension of the provenance attribute problémthe simplest case,
a statement is made directly from a social media user to aiesti(a path with
two nodes and one edge). In this case, the provenance pdilemris the same
as the provenance attribute problem, such as the case wkeipgnt is reading a
tweet that was not retweeted. However, when the provenaaitecontains more
than one node along the path to the recipient, the probletvevto that of maxi-
mizing information provenance data availabilitglong theentireprovenance path,

excluding the recipient.

Provenance Path ProblemGiven statemen§, keywordsK, provenance

pathp, and provenance attribut@svith weightswi; find attribute value¥, for each

1The recipient can be an individual or a group.
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node inp to maximize provenance data availabilityor each node ip. In other
words, maximizes =11 (Vq )y, Wherevy € (v;...vn_1) are nodes in the provenance

path {, is the excluded recipient node).

Using data from the Arizona State University Data Mining aidchine
Learning (DMML) laboratory, 300 tweets were selected for manual analysis di-
vided into two sets. The number tweets was limited to 300 susnthe manual
analysis could be completed in a reasonable time frame agguatke time would
be available to complete the other research tasks planmeisceffort. One set of
150 tweets was used to manually explore searching for geatbridutes, and the
other set of 150 tweets was used to manually explore searébira set of domain

attributes (political). The goals of the manual analysisvées were to:
¢ Investigate processes that would be effective for minirmy@nance attribute
values.

e Understand the problem space pertaining to finding provandata in social

media.

¢ Identify issues and challenges pertaining to mining pravee attribute val-

ues.

e Collect baseline performance data for comparing the maanallysis with

automated means.

e Initialize a technical foundation for future research dffo

2Twitter data provided by DMML colleague Mohammad-Ali Abbas
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The purpose of dividing the tweets into two sets was to higttldiffer-
ent challenges that might be uncovered when searching émepance metadata
in different domain areas. Initial results show that theredifferences in the do-
main areas that may impact the ability to find sufficient prarece metadata about

statements made in social media.

The first set of data that was collected and manually examivesiused
to study the availability of general attributeSBormal name location, occupation
education andage were the provenance attributes used for the general atribu
set. The idea is to begin to understand how much general atetedavailable and
contrast it with a domain-specific attribute set. Name, tiocaand age are common
survey questions and are included in public surveys sudnea2d10 United States
Censud. Occupationand educationare amongst the additional information that
is sought during the Current Population Survey (CPS) cotediisy the Bureau of

Labor Statistics and the United States Census Bdreau

The DMML Twitter database contains over 50 million microjpkiatements
better known as “tweets.” The tweets in the DMML databaseoatained using a
crawler application which randomly collects tweets fromiffer °. The tweets
are stored in an SQL database along with information abauuter associated
with each tweet. The criteria for the general attribute sa$ & set of keywords:
"http://”, “job”, and “growth”. The selection of the keywds takes into account

the previous definition of the provenance availability ftioie, and is meant to be

3See http://2010.census.gov/2010census/text/text-fimpmaccessed on October 19, 2011

“http://iwww.census.gov/apsd/techdoc/cps/GRSrviewing Manual July2008rv.pdf, accessed
on October 19, 2011

5140 million tweets are published each day (http://blogtericom/2011/03/numbers.html, ac-
cessed on October 19, 2011).
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representative of a common interest area, employment.|lIRkeatathe availability

function assumes a set of keywor#s,

Additionally, “http://” is included as a keyword with the riveation that
some provenance attributes might be found by inspectingtiyked documents
referenced in microblog statements as motivated by théitigrthat the URL is a
good signal characteristic as implemented by Twitalyz@j.[8Although the Vil-
laraigosa case study, conducted in conjunction with theare proposal, led to
a hyperlinked page which did provide additional provenamegadata about the
microblog statement, the majority of hyperlinked text was observed to provide
additional information about the user-publisher of thenolddog messages studied

manually.

6.1 Manual Analysis

Of the 150 tweets selected for analysis in the general dgntamtweets were
removed from the manual list because the site URL was notadlai(eight) or
the profile was suspended (two). It is important to note thatfact a profile is
suspended is, in and of itself, valuable data. A boolearbate that represents
whether or not an account was suspended should be includieduire attribute
sets. Another 86 tweets were eliminated for further prdogdsecause they were
likely originating from corporate entities or advertisingganizations. One tweet
was removed because the usernameyas duplicated (i.e., tweets from the same
user were included in the DMML Twitter data set). Two messagere eliminated

from the data set because the biography section of the wafitbuded languages
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other than English. After manually preprocessing the nwssdor the reasons

described, 54 tweets remained for manual analysis.

The criteria for the political attribute set were a set ofweyds: "http://”,
“election”, and “12”. The motivation for selecting the kegwis was based on up-
coming elections in the United States for the year 2012 withassumption that
this would be a topic of interest and discussion among mloggers. However,
many of the tweets returned by the search query were statemmeae pertaining
to elections in the nation of Iran. This was unexpected, rbgkess, the man-
ual search still revealed interesting aspects of the prolsigace. The political at-
tributes set include®rmal namelocation, occupation education age employer
political affiliation, lobby affiliation special interestsconvictions citizenship eth-
nicity, andgender This attribute set extends the general attribute set byngdd
additional common demographic questions includemgployey convictions eth-
nicity, andgender[14]. Attributes related tdolitical affiliation, Lobby affiliation
andSpecial interestare motivated by the types of questirmsd results reported

by political exit polls.

Of the 150 tweets retrieved for the political attribute malnanalysis, 10
tweets were dropped from manual analysis because the mibpéileas unavailable
(i.e., no longer exists), the profile was suspended, or thewat was suspended.
Eighteen tweets were dropped because the text was not irsBn§urprisingly, 55
messages listed locations outside of the United States iassages were linked

to corporations or news agencies. Finally, one tweet wagp# because it was

8For example, http://election.cbsnews.com/campaign2@B®H_Dem. FINAL.pdf, accessed
on October 19, 2011

’For example http://www.cnn.com/ELECTION/2004/pagesitts/states/US/P/00/epolls.0.html,
accessed on October 19, 2011
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from a duplicate user. After the manual preprocessing wagpteted, 53 messages
remained for manual analysis. Not all of the tweets in thigskt were political
in nature because words like “selectdalso satisfied the database query used to

select the subset of tweets for the study.

For each set of data, the following process is used to seargirédvenance
attribute values. First, the Twitter usernanoe,was used to identify the Twitter
profile page. The formal name attribute value was obtainagsbyg the name value
provided on the Twitter profile page. The location on the Taviprofile page was
used as the string value for the location provenance at&rifdthe Twitter biography
was used to obtain additional provenance attribute valuels as occupation, age,
and in some cases employer, political affiliation, and gend¢owever, not all

Twitter users have a complete profile published on their jgrpfige.

When the user does not have complete information listed em grofile
page, it is necessary to search other sources for attrilates including the hy-
perlink associated with the microblog statement, othelasoetworking sites such
as Facebook, LinkedIn, and MySpace. Additionally, seangjirees such as Google
and Bing can be used to search for additional provenandbwdéis using queries

comprised from attribute values obtained earlier in thecteprocess.

The Twitter profile page allows users to publish a public peofUsers can
provide a name, location, web address, and a free text ghgtdimited to 160
characters. Information on the profile page serves as angf@aint for the manual

search. Surprisingly, some biography sections of the prafintained very de-

8Contains the substring “election”.
9Listed as “Bio”
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tailed information such as age, names of relatives, andages of relatives. Some
biographies also listed employer information. While urestped, this finding high-
lights the wide variety of data to support various proveraaitribute sets relying

on social media data.

Searching Facebook and LinkedIn required some duplicateesdo be re-
solved. To resolve duplicate names, location and profiléqeh@f available) were
used to manually match the user on other sites or web pagestihasponded with

the a identified originally using the data available frams Twitter profile.

Some Twitter profiles listed a URL that provided additionady@enance at-
tribute data. Finally, a web search for the user combinetl wiher provenance
attributes was used to search for additional provenandéwtt values. In a few
cases, the web search provided links to additional socislarking sites such as
MySpacé?, or the user’s blog site. In some cases, profile attributesbeaveri-
fied and in other cases, the additional attributes were foligaire 6.1 outlines the

process followed for the manual search.

This manual search for provenance attributes provided sotaeesting in-

sights into the problem space:

e First, there was more data in twitter profiles than anti@gdbr some users.
For example, some users listed age, political prefereranes,at least one
user included information about grandchildren. This wapmsing and also
somewhat alarming from a security and privacy perspecfiveomplete set

of general attribute values was found for four of the tweets.least one

LOnttp://www.myspace.com/

60



Obtain unique identifier
— (Twitter username)

(START)

Identify a tweet Found attribute values?

Yes—i

Update/verify
attributes
k. No values
Search Twitter user profile Search profile URL
page (if there is one)
FYes Found attribute values? Found attribute values? YesT
. Update/veri
Update/verify ’;“ribmesfy
attributes values
values

v v
\_, Search URL 4—‘
contained in tweet Search web

L—Yes Found attribute values? Found other useful links? Yes»| Investigate links |«

Update/verify
attributes
values

No
v

\—b Search Facebook

(END)

No Found attribute values?

End search

No
Yes
Update/verify
More links to investigate? attributes
values

Figure 6.1: Manual search process for provenance attsbute
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attribute value was identified for all of the tweets investeyl in the man-
ual analysis for the general attribute set. Figure 6.2 sunzesthe overall

percentage of attribute values identified in each category.

Not as many political attribute values were obtained mdyaal anticipated.
Only 26% of all the desired attribute values were obtainéglurte 6.3 shows
the percentage of each type of provenance attribute ideshtfiring the man-

ual search.

The URL links in the microblog message itself were not uséulobtain-
ing provenance attribute value& contained “http://” with the idea that it
would provide an additional mechanism for identifying pgaance attributes
supported by the notion that tweets including “http://” denpreferred as a
“signal versus noise” [80]. However, all of the URLs continn the tweet
text linked to news articles or web sites that did not proadditional prove-

nance attribute data values.

The URL listed for some users on their Twitter profile page wssful in
some cases (more so than the URL in the message). Note, thdisi&lon
the profile page (if any) is not the same URL that is includethan

statemeng.

Public Facebook profiles were easier to search if the authelogged in as a
Facebook user (i.e., publicly available Facebook profigesalid not provide
as much of the desired data thought possible.) However,iiygosiatch for
some individuals on Facebook was realized by manually nraddhe profile

pictures in order to link some users across disparate soeidia sites, and to
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resolve the entity resolution problem for some individudtss anticipated
that automatically matching profile pictures would proverenchallenging.
However, a photo recognition capability would be a good megm to link
people across sites because, in some cases, the profileepitine same

across social media sites.

e “Simple” web search proved very useful by providing linksttes with other
profile data including social networking sites, blog poats] personal

web sites.

e Politicians appear to be more public about political attrés. As one would

expect, political figures appear to be more open about palitiews, etc.

¢ In no case was the core meaning of the original message athaddes is
likely due to the short length of the message. The searcérierimay have
also influenced the selection of a set of tweets that wouldikely be mod-
ified. For example, had the search criteria included “RT’rsiseay have
been more likely to append, comment, or modify the originessage. How-
ever, “RT” was not used as part of the search criteria to sdedwo sets of
tweets manually analyzed. This finding may be unique to &vanhd might

be different given different social media sites such as Foak.

e As anticipated, dealing with duplicate identities is a gigant challenge that
must be reckoned with when searching for provenance at#sbin the man-

ual search, this was addressed by using images, and comipromenance

HFacebook comments serve as a form of modification to a mesbatfee case of a Facebook
message or post which includes comments, the immediatentséd have some provenance data
about the author based on the users Facebook network odi$rien
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attributes as they are found. However, more sophisticateans for deal-
ing with duplicate identities are needed if automaticadigrehing for prove-
nance attributes is to be fully realized in the future. Omategy for dealing
with duplicates is to compare friend networks of social raagiers. In this
manner, duplicate names might be resolved by finding frieztdvorks that
are most alike, that is, contain the same friends or the miesidly matches.
More sophisticated means like “identity resolution,” deyed by IBM's Jeff

Jonas [48], for dealing with duplicate identities, mightrhere effective.

Both sets of tweets used for the manual search yielded sinegalts for the
five attributes common to both attribute sets. The bar graphigure 6.4
gives a visual representation of the comparison. it is ingyrto note that
based on this comparison, it appears evident that althoagtanh specific
provenance attributes may differ in composition, the abtido mine basic
provenance attribute values is likely not dependent upendttmain. Fig-
ure 6.3 illustrates that although some domain specificbaties might be
highly desirable, it may be very difficult to obtain attributalues due to pri-
vacy practices, site security policies, and user persaefpnce. However,
there can be value in seemingly unavailable attributes Well known that
the lower the probability an event has of occurring, everigreamount of
information is provided when the event occurs [34]. For eglamethnicity,
citizenship, and lobby affiliation were rarely found, if dk arhus, when a
rare attribute value is located the provenance data pre\adeeven greater

amount of information to the recipient-user.
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Figure 6.2: Percentage of general domain attributes fousaualy.

e Lastly, it is noted that the Twitter biography, if availaplaight be a valu-
able and unique provenance attribute for provenance datxiased with a
Twitter user. The biography provides, in some cases, afsignt amount
of provenance data including age, occupation, employditjqad affiliation,
and interests. Additionally, the Twitter biography carogisovide statements
indicative of opinion, attitude, and sentiment that are bderpreted by a hu-
man recipient-user. Since the Twitter biography is limited 60 characters,
including the entire biography as a provenance attributdénfuture may
prove valuable for some recipients. The Twitter biograptwid serve a dual
purpose; a source of provenance attribute data and as anaroee

attribute itself.

The manual analysis provided valuable insights into thélehges and op-

portunities of using social media itself to provide provecedata about statements
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Figure 6.3: Percentage of political domain attributes tbaranually.
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Figure 6.4: Comparison of percentage of common attribudaad manually be-
tween the sets of “general” and “political” tweets used f@mal analysis.
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made in social media. Although not as many attribute valugreiound as antici-
pated, a significant amount of attribute data was discoviertie tweets included
in the two sets of research data. In some cases, it was exyreruiting to see that
individuals can be identified across social media sites hatladditional prove-
nance attribute data can be obtained as individuals areiegdrmacross disparate
sites. With the manual analysis completed, efforts turoealitomating the search

for provenance attributes.
6.2 Automated Analysis

With insights learned from the manual analysis, an apptoatvas designed to
automatically search for provenance attributes assatisiih a Twitter username.
The application was built around the vision of a Provenamgiie. The concept
of a Provenance Engine is depicted in Figure 6.5. The ProxzEnBngine takes as
input: a statemer®, o associated witly, a set of provenance attribudeand the as-
sociated set of provenance attribute weighitsThe Provenance Engine application
searches social media sites for attribute values. The Ramee Engine application
outputs the associated provenance attribute valgeshe provenance availability
valuer (Vq ), the provenance legitimacy valu@y, ), and the set of provenance paths

P (or likely provenance paths).

Two different approaches were envisioned for the automateckess. First,
“scraping” provenance attribute values from web pagesctlyre Second, using
social media service Application Programmer’s Interfa@eBIs) to request data
directly from service providers. The assumption was thatARls would provide

easier access to user profile data from each social medigeserfowever, in the
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Figure 6.5: Provenance engine concept

end, a hybrid approach works best taking advantage of opda &l publicly

available profile data.

The automated process follows similar, but simpler stepeomanual pro-
cess. Figure 6.6 illustrates the process flow. After a twéatterest is identified,
a (Twitter username) is used to search Twitter data for thélprassociated with
a. ldeally, at least a formal name and location are returnenh fthe profile. If
no profile data is available for the associated Twitter usem the search is ended.
After available provenance attribute data is captured filoentwitter database, the

search for profile attributes continues with data avail&taen LinkedIn.
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Figure 6.6: Automated Search process for provenance#tsb
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LinkedIn is an online social networking service use prityafor profes-
sional contacts. LinkedIn was chosen as the next searchast on the assump-
tion that LinkedIn users are motivated by professional amirtess aspirations, and
it would logically follow that data in a LinkedIn profile is melikely to be accurate
and less likely to be falsified or purposely incorrect. ThuskedIn data is assumed
to be more accurate than other social networking sites ssi€laeebook and MyS-
pace. Beginning with data sources that are likely to be mocarate improves the
probability that provenance attribute data can be useddarately portraya as the
search for provenance attribute values continues. Setoadjnkedin APl is easy
to access and consequently public profile pages are easyn fori provenance

attribute values.

The location string obtained from the Twitter profile is ccamgd with the
location of each LinkedIn profile that matches thérmal name. Duplicate names
are resolved using the string values for the location attelb The location strings
are compared using edit distance. The lowest edit distartlieates the most prob-
able match between thee's Twitter profile and a LinkedIn profile. Although not
perfect, this approach provides a simple means for regpldirplicate identities
and demonstrates how a more sophisticated assessmemna ernitght be integrated
into future versions of the application. If there are no ladk profiles that match,

the search continues on the next planned social media site.

Once the most probable LinkedIn profile is identified, the ljguprofile
URL returned by the LinkedIn API is used to access and dowhtba public pro-
file page for the LinkedIn user. The application scrapes tiodilp page for any

additional provenance attribute values. After updatirggprovenance attribute val-
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ues with any data from LinkedIn, the application moves onetarsh for potential

attribute values in a Facebook profile.

Instead of utilizing the Facebook APIs, the Bing search AR$wmployed
to search for public profile pages matchia formal name. The same process
was used to deal with duplicates (using attribute valuesigusly obtained). If
the search results do not provide options for the formal naheesearch is ended.
Of course, if a formal name is matched witts formal name and locatiorg’s

attribute values are updated and the search is complete.

A simple Provenance Engine was implemented in the Java gmoging
language with the Netbeatfsintegrated Development Environment (IDE). Addi-
tionally, a MySQL!® database server was used to store the provenance attributes
that were found for eaclr by the Provenance Engine for detailed off-line analy-
sis. Figure 6.7 presents an example of the Find ProvenarideuAé window that
was implemented in the Provenance Engine application dpedlas a part of this

research effort.

The application implements and automates the provenatrdeuée search
process detailed in Figure 6.6. The Provenance Engindwttrisearch function
implemented and depicted in Figure 6.7 searches for prowenattributes for one
o (Twitter username) at a time. Text boxes display attribatsociated with three
potential sources of provenance attribute data (TwitterkédIn, and Facebook)
identified by the Provenance Engine associated withSelect examples of the

Provenance Engine Application source code are includegjpeAdix C.

Phttp://www.netbeans.com/
Bhttp://www.mysql.com/
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Figure 6.7: The Find Provenance Attributes window allows@pient to enter an
o user name associated with Twitter and to determine whatemiavce attribute
values can be found.

This simple process implemented in the Provenance Engpleapon pro-

vided some interesting results comparable to the manuaitsea
6.3 Automated Search Results

The same 54 Twitter users from the “general” data set and 3efwsers from the
“political” data set were used as a test set during the auteshsearch experiment.
The same methods used to implement the functionality, showime Find Prove-
nance Attributes window of the Provenance Engine, shownigniré 6.7, were

used to collect data for all of the users for the “general” gualitical” data sets.
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Figure 6.8: Research Users Window

The search results for each user were saved automaticalyMpSQL database.
Figure 6.8 shows the interface that was developed for thearek experiment and

application testing.

Figure 6.9 presents the percentage of general provenanibeitas that the
Provenance Engine application found for the general ddtacs#rasted with the
percentage of general provenance attributes that weredfduning the manual
analysis. The manual search for provenance attributededethe same or more
attribute values for four of the five general provenancehattes. The Provenance

Engine returned more values for thecation attribute than the manual search.
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Figure 6.9: Comparison of percentage between manual amatit search of
general attributes.

However, closer examination reveals that the additionzdtion values that were
returned by the automated process do not always provideatecdata for thé.o-
cationattribute. For example, “USA’ and “Everywhere” were two bétlocation
values returned by the Provenance Engine. While “USA’ andetffwhere” do
not provide the same type of specific location data returnedther users, these
types of general location values can still provide meanihgdntext to a social me-
dia statement. A user who had.acationattribute value that is more abstract may
also convey a sentiment to a recipient that has some utilitthie recipient to make

a judgement when combined with additional provenancebateidata.

Although the automated search for provenance attributdded very sim-
ilar numbers of attributes, it is not sufficient to judge thiesess and potential of

the automated search process based purely on the numberilmitats that were

14Many users had specific City-State pairs for a locationtatte value including “Portland, OR”
and “Salt Lake City, UT.
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Provenance Attribute | Number of Mismatches
Formal name 0

Location 2
Occupation 12

Education 5

Age 0

Table 6.1: Mismatched attribute values for the general sietta

returned by the Provenance Engine application. Whethewobthe Provenance
Engine returned the same attributes that were found duhi@granual process is
also important to considet. To compare the performance of the automated search
to the manual search, a short program was written to comparattribute values
identified by each method. For instances in which both theualeamalysis and the
automated analysis yielded an attribute value for a usdrjregscomparison was
performed. The results of the comparison for the generalodeaphic attribute
data set are presented in Table 6.1. Eleven users, appreky8% from the gen-
eral data set, had at least one mismatched attribute vatwede the manually and

automatically obtained values.

As in the case of the manual analysis, dealing with duplichetities pro-
vides a challenge for automated analysis. For example, seewith a common
first name Scott, and a common last nafnevas matched on Facebook during
the manual search, but the automated search yielded aethiffattribute value at-
tributed to a different Scott with the same last name. Siheemanual analysis

and the automated analysis were not conducted concurt&rdbme users updated

15The assumption is made that the manual process returnedrtieetattribute values associated
with the as used in the study.

16_ast name withheld to protect privacy in accordance witlzéinia State University Institutional
Review Board (IRB) directions.

"The automated analysis was conducted a few weeks after thearanalysis.
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their profiles with new data, or removed data, after the mbawalysis was com-
pleted. For example, one user’s location changed fromqueati city in California,

to “Sunny California,” and yet another user listed a paftécuity in Texas and
changed to “Central Texas.” It is important to note that s@tneg mismatches
were not semantically different. For example, the strings™and “Texas,” as part

of the Location attribute, are semantically the same.

Some of the attribute values retrieved make clear that agutersion of a
Provenance Engine application could leverage more sogétistl text processing
technigues. For example, one user lists several occupatiach as “author” and
“professor.” This situation presents an interesting goastrom the provenance
perspective: Which occupation best describes the useeteethipient? It is intu-
itive that providing data about both occupations can bealakito the recipient but

should one be emphasized over another and if so, which one?

The results of the comparison for the political attributeadset are presented
in Table 6.2. Similar to the general demographic data sest wfalifferences in at-
tribute values associated with the samén the political attribute data set appear
to be caused by updates to user profiles. However, there are isgtances where
it appears that when the “hop” was made from Twitter to Linkethe entity res-
olution was incorrect. For example, two of the five discrepes with the formal
name attribute value have completely different formal nafoethe manual versus

versus automated approach of obtaining attribute values.

It is also interesting to compare the results of automadyidaiding com-
mon attributes between the data sets. Figure 6.10 presentomparison of the

percentage of common attributes found automatically betvie sets of “general”
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Provenance Attribute | Number of Mismatches
Formal name
Location
Occupation
Education

Age

Employer
Political affiliation
Lobby affiliation
Special interests
Convictions
Citizenship
Ethnicity

Gender

Table 6.2: Mismatched attribute values for the politicabdzset.

O OO0 OO O|F Ok ulh~lo

and “political” tweets used for manual analysis. Note thguFe 6.10 is similar to

Figure 6.4 which presents the same comparison for the manadjisis results. The
automated approach provides a similar amount of proverndaieeas was obtained
during the manual analysis for common provenance attrgbfite., the general at-

tribute set) for both the general data set and the politiatd det.

Figure 6.11 compares the results of the manual analysieqgfdhtical data
set with the automated analysis of the political data setth@igh roughly the
same number of common attributes, and some of the uniquécpblattributes
were found in the same amounts, there are some importaatehifes. Th&en-
der attribute was difficult to obtain automatically. Gender vy identified au-
tomatically for 1.9% (1 of 53) of the users in the politicatalaet. During manual
analysis, gender was identified for 35.9% of the users (1Baf Buring manual
analysis, the author was able to distinguish gender basedodite photographs or
through human natural language processing skills. Theeapancy between the

number of instances of gender attributes identified betwesmual and automated
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Figure 6.10: Comparison of percentage of common attribfot@sd automatically
between the sets of “general” and “political” tweets usadhanual analysis.

analysis highlights important issues that need to be addddsr future provenance

engine applications:

e Gender could be assigned based on a user’s formal name bsitigalihood
that a gender is associated with a specific name. Howevsrnitinot be
completely reliable for all formal names. For example, thene Pat is used

by both males and females in the United States.

e More complex text analysis techniques could be employeditonaatically
obtain occupation. The author implemented methods basedguiar ex-
pressions to analyze text to obtain occupation. This wasglsiapproach
that might be supplemented nicely with other approached tase

analyze text.
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e Some attributes such &pecial Interestend Convictionswill also require
more sophisticated approaches for automated analysisier ¢ obtain at-
tribute values. Although it was relatively straight fonddo map user profile
fields to theSpecial Interestattribute, many user’s do not publish data for all
of the profile fields that are available. Additionally, pwé#l special interest
are often different than the interests that were includeprofile data and
mapped to th&Special Interesprovenance attribute such as “travel, history,
art, and fashion.” However, in other cases the interestlaaaly politi-
cally related such as “conservative politics.” Thus, sorh#he some values
returned automatically may not provide the exact insight@pient is ex-
pecting when value is obtained for a particular provenaticdate. Never-
theless, it appears a reasonable mapping or closely retapging of profile
data to a provenance attribute would be better than not bawvivalue for
a particular provenance attribute as long as there is a mebo degree of

confidence that the attribute value is associated with thecoo .

e Itis likely that some attributes a recipient may be intezdsh will be diffi-
cult to obtain because the data is simply not published oancgéssible. It
was observed that theonvictiongprovenance attribute can be difficult to as-
certain in some circumstances, and based on the manuakenal\the data

sets, are often not included in user profile data.

The graph shown in Figure 6.12 emphasizes the consisteanuikisiconsis-
tencies between the manual and automated approach in ttextohthe political
attribute data set. Consistency was measured simply asffeeedce between the

percentage of attributes found during manual analysisugeasitomated analysis.
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Figure 6.11: Comparison of percentage between manual aodatic search of
political attributes.

Attributes with zero difference are consistent betweenumband automated anal-
ysis. Inconsistent attribute values have a greater diffexan the percentage of
attribute values found during manual and automated arsaly=ir example, both
the manual and the automated approach identified formal a#nileute values for
everya included in the political attribute data set. However, thenonal approach
yields very different amounts of attribute values for &tites including location,

convictions, occupation, and gender.

In addition to the automated analysis of the political bttte data set, an
automated analysis was performed with over 5,000 user nafigsire 6.13 ex-
hibits how a larger sample compares with the political lattie¢ data set that was
used for manual analysis and automated analysis. Thesesiggests the process

developed may be applied successfully more generally, appasts the need for
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Figure 6.12: Consistency comparison between manual andatic search of po-
litical attributes. Inconsistency (measured as the difiee between the percentage
of attribute values found) increases from left to right.

more sophisticated text analysis techniques.

Two approaches for obtaining provenance attributes wepdeimented in
the Provenance Engine. First, the approach of “scrapingigmance attributes
from social media sites without the benefit of APIs was usedo8d, the approach
of only using APIs was tried. A hybrid approach of scrapind amploying APIs
is most effective to obtain publicly available profile datdowever, an individual
Provenance Engine user of the future that is also a socialameser will likely
benefit from using their own social media sites credent@ladcess social media
data that is not easily accessible publicly and not triyiagktracted by scraping
publicly available web pages. This research effort reliegboblicly available data

in accordance with Arizona State University InstitutioRa&view Board guidance.
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Figure 6.13: Comparison of percentage between manual aodatic search of
political attributes to include over 5,0@0identifiers.

The manual and automated analysis provided some addifizgights into
approaches for finding and dealing with provenance ateggutn addition to the
provenance attributes specified by the recipient, therdaaemt provenance at-
tributes that might be useful during a provenance data se&atent provenance
attributesare attributes that are not explicitly specified by the reeip but can be
leveraged to identify explicit provenance attributes. &mmmple a profile identifi-
cation number that is unique to sites such as Twitter andidestemight be useful
for API calls. A friend set is another example of a latent grmance attribute that
might be used to assist with entity resolution during an matied for provenance
data. For example, the set of friends associated wishTwitter profile could be
saved as a provenance attribute and later compared withehel$ associated with

a’s Facebook profile as a mechanism for dealing with duplit@t®al names.
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There is another latent attribute that would be meaningfim¢lude in fu-
ture work - time. The time a message was sent or posted coubdrnpared to
the time a profile was updated, and the time that the Provenangine collected
provenance data associated withWithout considering and presenting the prove-
nance data with a frame of reference associated with tingetgtipient is left to
assume the provenance data is current. Time was not coegidsra critical as-
pect during this phase of research because the focus offtbit was examining
more fundamental questions about finding provenance datacial media includ-
ing defining a general framework for the problem, defining argloring what
meaningful provenance data is for social media, and deireapocriterion for eval-

uating the effectiveness of obtaining provenance data fooml media.

Although it can be easily argued that the manual analysidymed better
results, the Provenance Engine still produced usable pemae data and much
fastet® than is possible with manual analysis. This becomes péatigimportant

when several disparates need be assessed to judge a provenance path.
6.4 Simple Provenance Paths

With a very basic automated means of searching for provenatticbutes, the con-
cept of a provenance path can be explored further. Twittersusave the option
of tweeting a message that originated from another uses iSltommonly known
as aretweetand is abbreviated as “RT.” It is also not uncommon for one tse
retweet a message from another user that included a retvoeetyet another user

and so on. Retweets provide real-world examples of a praxenpath.

18The Provenance Engine can return resultsfam only seconds instead of the several minutes
needed for manual analysis.
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U Thisis a message T ﬂ RT @author: This is a message T

T\

Nodel
“author”

Node 2
“parrot”’

Figure 6.14: Example provenance path for hypotheticaleetw

A message that is retweeted only once provides a provenaticeih three
nodes including the originating user-author, the user tbiateeted the message,
and the recipient reader. It is possible that a tweet canagomhore than two
retweets but the maximum message size of 140 charactersspbaactical limits
on the maximum number of retweets that are discernable lsadelg on the text of
the tweet. The abbreviation “RT” and the word “via” are commiadicators that a

Twitter user is retweeting a message (or a portion of a me3$ag).1°

It is useful to consider an example. A hypothetical tweefl ‘®author:
This is a message”, is sent by a user with the user name “garfotecipient
user, with user name “watch,” receives the tweet becausthiéollows “parrot.”
However, “watch” does not follow “author.” In this case, “tgh” may be familiar
with “parrot” but not with “author.” Provenance data assoed with “author” and
“parrot” might provide “watch” additional insight into theessage. Figure 6.14
illustrates the provenance path associated with the examepheet messages and

hypothetical users.

9Note that Modified Retweet (MRT) can also indicate a retwieeta nice summary of retweet
syntax see http://blog.tweetsmarter.com/retweetihgéet-glossary-syntax-and-punctuation/ (ac-
cessed on October 19, 2011)
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Variation Example

RT used at the beginning of the messagge RT @author This is a message

RT used at the end of a message This is a message:RT @author

RT used with added text This is exciting: RT @author This is a message
“via” inserted in message This is a message via @author

“via” also used for a string of retweets | This is a message via @author @userl @user2

Table 6.3: Example options to indicate a message has beeseated.

Users may also modify the original message or add contehetonessage
prior to retweeting. Another consideration when trying tmstruct a provenance
path for a message that is retweeted is the various methatteTusers employ to

indicate a message was retweeted.

Twitter users have a variety of options to indicate that tlessage is retweeted.
Table 6.3 lists some of the options commonly used to inditteta tweet

was retransmitted.

Figure 6.15 presents another screen shot from the Proveargine appli-
cation. The Provenance Path window employs methods to aeafuprovenance
path given a tweet that was retweeted by one or more usersprblienance path
analysis is based on a few simple assumptions that must be matder to ad-
dress the free form text options that are used in practicedicate that a message
is retweeted (reference Table 6.3 for examples). The fatigvassumptions are

used as a basis for analyzing provenance paths in the caitéxitter:

1. All of the retweet annotations are included together imgle message.

2. “RT” precedes the user that is being refererfed

20Future application could also utilize “via” as an indicafor the ordered portion of the path.
In cases which the “via” portion only contains the first anst lasers in a chain of retweets, it may
be possible to look for overlaps in friend networks to estarthe provenance path.
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3. The first retweet in the sequence of retweets is the offigoace. This also
implies an assumption that the tweet contains all of thermédion about the

provenance pafh.
4. The retweet text contains equivalent meaning to the rmaldext.

5. The tweet contains all of the original text included in thessage.

Additional quantitative analysis on a set of retweet messag left for fu-
ture work. However, the Provenance Engine applicationessfally demonstrated
the concept and utility of finding provenance attributesdach node in a prove-
nance path as well as structuring a provenance path givewoskl social

media data.

21The assumption that the tweet contains all of the infornmagibout the provenance path al-
lows reasonable exploration of the provenance path cormmptded by the data available from
Twitter. However, this ignores the possibility that a twesght communicate or repeat information
originating from another social media source.
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Figure 6.15: Provenance Path Window
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Chapter 7

RELATED WORK

Provenance data is valuable in a variety of circumstanagdsding database vali-
dation, tracing electronic workflows such as science sitiara, and information
products produced by a combination of distributed servidegarwal and Liu in-

cluded provenance as one of many research topics for thespbgre in 2008 [3].
Simmhan and Gomadam briefly highlighted overarching prauea issues for the
social web in 2010 [75]. However, provenance related reseaimed at social

media has received very little attention.

Moreau [59] identified six clusters of provenance literatimcluding: “database,
workflows, eScience, 'Provenance Challenge,” Open Provaniodel, Semantic
Web, and electronic notebooks.” Moreau'’s survey thoroygblers the scope of
efforts considering provenance from a web-based persge@ithough the survey
provides over 450 references with an emphasis on data pgagenthe survey does
not identify a significant body of literature relating to pemance and: social media,
social computing, or online social networks. In his wordbe“bulk of the work
on provenance has been undertaken by the database and wockfiomunities,

specifically in the context of scientific applications.”

Considering provenance from a data perspective aims tor cbgeprove-
nance of a particular element of data such as a single vakedlational database.
In the context of social media, the provenance of some spguéce of information
could be broken down into pieces of data. False informattmoutaChief Justice

Roberts contained data about the person involved, histhst@tus, future plans,
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and even when the information allegedly would be made puliiiMoreau’s terms,

this type of provenance would be described as provenanc&data product” [59].

Considering the difference between provenance on the wetpravenance
in social media, it is also reasonable to reference Moresurgey. Moreau de-
fines provenance on the web as provenance relating to “datiuped by computer
systems, published and discovered on the web” [59]. Fronpdrispective prove-
nance in social media could almost be considered a subsebeémance on the
web. However, there is an important distinction to make.hie social media en-
vironment, information is published lgeopleusing computer systems and is not
“produced” by a computer system. Second, the distincticwéen data and prove-
nance, as described previously, better represents themaoee problem space as

it relates to social media.

Similar to the “complex workflows [4]” found in e-science ($uas bioin-
formatics) and distributed service oriented applicatjoims flow of communication
through the social media environment can also be complex. e8sage can be
modified as it is passed from one user to another and can béudistl across
disparate social media platforms. For applications aradsa@mplex workflows
such as bioinformatics, provenance research is charaetkas data provenance.
This is consistent with Moreau’s terms where provenancelavba described as
provenance of a “data product” [59] and the discussion ofs&@ommunication,”

referring to information published via the web, in [4].

Most approaches to collecting and managing provenancefalatmpu-

tational processes rely on some form of a provenance stdre pfiovenance store
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can be centralized or distributed [36, 77]. With such appihea, provenance data is
collected during processing. For example provenance dataldiology experiment
based on a simulation may include variables such as datbasd, parameters se-
lected, and simulation components included in the in theexgent. In a central
store implementation, each simulation component logs thegmance data to the
central store so that the data can be queried later as showigume 7.1. In a
distributed store implementation, each simulation congpbtogs and stores data
locally that can be queried using an interface allowing a tseuery all of the
components, shown in Figure 7.2. Queries return provendatzethat could be
used to analyze problems in the simulation run, documenjrpss, or even reused
as initial settings to duplicate an experiment at a lateetiWith the popularity of
cloud computing also comes new approaches for implemeating

provenance store [71].

7.1 Provenance Methods

An open provenance model (OPM) was developed to facilitadata exchange for-
mat” for provenance information [59, 60]. The OPM defines @a/pnance graph.
The OPM graph is a directed graph representing “past cortipugd and the “Open
Provenance Vision” requires individual system to coll&eit provenance data [59].
One tool, calleurSpacesimplements the OPM as part of a social connected Vir-
tual Research Environment (VRE) to facilitate collabaratamong scientist based

on social links with a provenance logging capability forrgtaresources [68].

Provenance information for the web as a whole has been givea atten-

tion than provenance for social media. The World Wide Webg@aium (W3C)
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Provenance Incubator Group recently published their feydrt [24]. The incuba-
tor group identified three flagship scenarios to highligbienance issues. The use
cases are News Aggregator, Disease Outbreak, and Businega€. The News
Aggregator scenario is the closest scenario related torthwepance data challenge
in social media. The final report highlights 11 provenanseés. Six of these is-
sues are pertinent to consider for finding and managing panee data in

social media:

e “Checking authority.”

e “Recency of information.”

e “Verification of original sources.”

e “Conveying to an end user the derivation of a source of infram.”
e “Tracking user/reuse of content.”

e “Scalable provenance management.”

The W3C incubator group provides a list of provenance dinogssthat
could be applied to provenance data in social media. Inqudati, this work is
related to the attribution dimension identified by the groutribution is char-
acterized by the source and information about the sources ré&port [24] also
documents an analysis of the state of the art for each flagsleipario including a
gap analysis. The gap analysis for the News Aggregator soeligts challenges
also found in social media which motivate the approach oimgisocial media for
provenance data. Specific items follow including a few natssut the implications

for social media:
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e “No common format and application programmer’s interfacBIjAo access
and understand provenance information whether is expfigitdicated or
implicitly determined. Social media sites do not provide provenance

data today.

e “Developers rarely include provenance management or publis

provenance records.

e “No widely accepted architecture solution to managing tredesof prove-
nance record$. Searching for provenance data “on-demand” and in near

real-time helps to reduce the need to maintain large prowanstores.

e “No existing mechanisms for tying identity to objects or prance traces.
The same challenge exists in social media which is the maiivéor devel-

oping approaches to discover provenance paths [9].

e “Incompleteness of provenance records and the potentiarfors and in-
consistencies in a widely distributed and open setting suscthe wel3. This
is also a challenge in the dynamic social media environméetrg/informa-
tion is published rapidly, by many people simultaneousty] with different

view points.

As a predecessor to this work, the author defined informairornenance
for social media and formally defined the concept of a promeagath for social
media in the prerequisite research proposal presented veriloer 2010, and at
the 4th International Conference on Social Computing, Bemal Modeling, and

Prediction (SBP) [9].
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Wang et al. defines information provenance and provenarthe fua multi-
hop networks in [91]. This definition of provenance metadstiestricted to cre-
ation time, owner, location history, and information itef@8]. Their Provenance
Based Trust Model requires each node in the multi-hop nétigtransmit prove-
nance data and also implements a “Centralized Reputatioralya.” Thus, prove-
nance data is maintained by members of the network and titiadnwith infor-
mation (also referred to as statements in [90, 91]). Adddlly, the trust model
assumes the source is knowingly transmitted with the in&tion across the net-

work with provenance data.

Golbeck [37] connects provenance with individual truselaging Resource
Description Framework (RDF) supported social networkmirBhan etal.’s focused
survey puts forward a taxonomy for provenance techniquék [@Groth etal. [66]
present a case for an interaction model as an overall regegimn for defining
provenance for computational settings. The value and o for obtaining or
providing provenance data for contemporary social medgab®en given only a
small amount of attention. Golbeck’s work relating proveceand trust to social

networks relies on explicit information declared via thenaatic web [37].

However, explicit information in the form of the semanticlwie not widely
available or implemented in contemporary social mediaisesv Additionally, so-
cial media services do not currently collect provenancermhtion or provide a
subscription model. Unless an alternative solution is enpgnted, users are left to

manually research provenance data.

Simmhan and Gomadam [75] state that “Provenance informddbp re-

sources on the social web can be characterized” using thne¥st resource prove-
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nance, social provenance, and system provenance. Regwmor@nance pertains
to tracking the creation of “social data artifacts” such asraage, documents, or
other data element. Social provenance relates to the ‘lsop@ators applied to
the resource” such as a comments and relationships betwdriduals. Finally,

system provenance addresses “passive tracking of theroesdisuch as download

statistics.

Fox and Huang define what they call Knowledge Provenance [KR)32,
45, 46]. Their KP construct accounts for varying levels otaaty about informa-
tion found in an enterprise (i.e. the web). Fox and Huanggliset of KP axioms
dependant on documents annotated with KP meta-data thdiecawaluated by
a KP software agent capable of making a recommendation ahwmit [45] ad-
dresses uncertainty in KP. [46] discusses trust in sociavars and argues that
“trust assessment” is an important component needed to mékest judgment.”
[31] states that among other things, social network usezedro define their trust
relationships” to utilize a KP reasoned in an environmeat thas KP annotated

documents.

Hasan et al. [43] defines a “provenance chain” and emphasizesnpor-
tance of “integrity and confidentiality” from a security tage point. Deolalikar
and Laffitte [28] investigate data mining (text mining speailly) as a basis for

determining provenance given a set of documents.

Provenance can be characterized as a directed graph [Z8,37]. Broad-
ening the problem perspective beyond provenance attapatesidered in isola-

tion, leads to applying the directed graph model in a new wagohsider
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information provenance in social media. Specifically, avprance path can be

assembled for each statement produced from the social reedienment.

Determining the appropriate granularity of the provenas@t to be col-
lected is documented as an important consideration fogdag) and implementing
provenance tracking systems [15, 22, 24, 77]. This is als@denge for the social
media environment. Appropriate granularity can be comsidi@s the minimum
amount of provenance data necessary to answer provenagcesjn a useful and
meaningful manner. In the case of a statement appearingial $nedia, the gran-
ularity is a result of the amount and types of provenance atatédutes that could

be associated with a particular statement.

Rowe [70] argues thatSocial Web users construct digital identity repre-
sentations which mirror their real-world identiti€ésThree tiers are used to define
digital identity including: My Identity, Shared Identity, and Abstracted Identity
Specific provenance attribute values help to form ¥heldentity Shared Iden-
tity and Abstracted Identitycan be used to help deal with duplicated names and

estimate likely provenance attribute values in some cases.

Dai et al. put forth an approach to evaluate data trustwoess in [27].
Their approach addresses data similarity and data confidtdefines an Item
Generation Path that assumes “every source provider agahiatiate agent has a
unique identifier.” While interesting, it appears theirtpsimilarity approach would
not scale well for social media. The unique identifier is &ep for the provenance
data approach for social media for whiahrepresents the unique identifier for a

social media node.

96



7.2 Provenance Metrics

Syed Ahsan and Abad Shah present a comprehensive list ofewettrics for

data provenance in [4]. The twelve metrics are: granulamgyresentation, format,
scalability, data core-elements, completeness, accucacjormance, timeliness,
accessibility, authority, and security. Some metrics atel defined than others

and some metrics are more useful than others.

Granularity

The provenance granularity metric is loosely defined agasgy one point for each
“metadata element” captured by the provenance schementizdlse the granular-
ity is the amount of detail the provenance scheme will capalrout the data/in-
formation. Capturing more metadata elements as part of wepemce scheme
results in a higher value for the granularity metric. Whiteful for making gen-
eral comparisons amongst provenance applications, & tseld for collecting and
management of provenance data for the same domain (for éeabmpinformatics
or business transactions), the granularity metric alores dmwt address important
implementation limitations such as the maximize size offtevenance store. De-
pending on the data structures used and data elementsted|leven a relatively
small granularity score may still require a large amountwhputational resources.
For example, consider the difference between a provenaie e that captures
and records screen shots versus one that captures userdasa)¢ime, and process
ID. The latter scheme would have a higher score, but reqges® domputational
resources. However, granularity, in and of itself, is anam@nt design considera-

tion for provenance systems [15, 22, 77].
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Representation

The purpose of the provenance representation metric isaotify additional char-
acteristics of the provenance data. This can be definedaetitffily for various prove-
nance applications. In addition to granularity, this netwiould capture process
information such as the workflow used (such as in the casesoifezice). The met-
ric is not well defined enough to be used generally, but coelddveloped to aid
in comparing provenance systems designed for the same dofaihaps a better
assessment of representation is the amount of space takemeégrovenance data.
Space is one of only two provenance metrics discussed ing88lis a common
topic in data provenance research [6, 22, 59, 77, 79]. Thaiatad space required
for the provenance data is a simple, important, and prdctie#ric. If the prove-

nance data scheme is so large it cannot be used or impleménsadorthless.

Format

Ahsan and Shah scale the provenance format metric from 1.téid@ever, they
do not detail a process or guidelines for assigning an exawes The goal is to
quantify how searchable the provenance data is. The moreingpeadable the
provenance data is, the higher the score. Even if there ve@f& guidelines for
scoring available for this metric, the metric does not seseiul because it could be
simplified by using a Boolean value set to True if the proveeatata is represented
using widely accepted standards such as eXtensible Mar&nguage (XML), Re-
source Description Framework (RDF), or Web Ontology LamguéOWL), and

False if it is not.
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Scalability

The provenance scalability metric is meant to capture tts¢ @bstoring and ac-
cessing provenance data. Ahsan and Shah’s explanatianraash to be desired in
specifying specific methodologies for implementing thigmee However, this is an
important factor to consider when judging the success affammation provenance
approach, or implementation, and should be clarified fosrim&ation provenance
applications. If the information provenance solution aatnime scaled to provide
usable provenance information in a reasonable time, theisolis worthless. For
social media users, the information provenance soluti@ulshbe readily acces-
sible from any contemporary communication devices useadtess social media

information (i.e. personal computer and smart phone).

Core-elements

The provenance data core-elements metric is clearly defi@ze elements are
"title, description, subject, data, and unique identifi€he values for this metric
range from 1 to 5. The higher the value, the better the prowvendata. This metric
could be used to compare provenance applications and tHigycefgorovenance

data generically. The nice feature of this metric is thatdvides some confidence
that a system is providing the bare necessities of provendata. However, this
metric will not provide enough information to truly judgestbuccess of information
provenance research and would need to be supplementeddditivaal domain

specific elements in order to be most useful.
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Completeness

The provenance completeness metric “determines the extevitich provenance
metadata gives an ideal representation of the data reso[#e This metric,
adapted from [62], proposes to distinguish between how npuolienance meta-
data is collected by a provenance system or provenance schiens useful for
comparing provenance applications/schemes in the samaidoihcould also be
used to make general judgments about approaches to cofjgmtbvenance meta-

data. Provenance completeness is given as:

N .
Qcompleteness Zi:hp(') whereP(i) = 1, if theith metadata has a non-

null value, O otherwise.

There is a version of the completeness metric that allowghtigig:

yN, aiP(i)

ST whereaq; is the relative importance of the
i=1™1

Qw completeness

ith data field.

The raw computation is the same as the information provenavailability
function but the meaning and application are different. prevenance complete-
ness metric is designed to compare the metadata used innaee application-
s/schemes. The information provenance availability fiomcis used to assess the
number of provenance attribute values found during a sedieis is an important
distinction. For clarity, the provenance completenessimetould be applied to a
set of provenance attributes and the value would be the samany instance of
provenance attribute values mapping to the same set dfgtts. However, dif-
ferent provenance attribute values may yield very diffeprovenance availability

values even when mapped to the same provenance attribute set
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Accuracy

The provenance accuracy metric is meant to provide a gyargisense of how
well the provenance data enable the users to accuratelyatecthe object repre-
sented by the provenance data. This metric, adapted frojpH{&2 clear application
for workflows where the goal would be akin to 'given the proamoe data, recreate
the workflow.” The metric assigns a score of 1 for every 10%hef driginal key
data elements that can be recreated given the provenarcelth@tmaximum value

iIs 100%. Ahsa and Shah convert these scores into relatitandiss by using:

—/SN, d(field,)?
15l dfield)? Given thaty Y , d(field;) > 0.

Qaccuracy= SN, d(field;)

The smaller the distance value, the better the provenarteecda be used
to recreate the data object. The accuracy metric does not blee a reasonable
approach because it could be vastly simplified to represbat is really important
by using a Boolean value set to True if the provenance dathearsed to recreate

the workflow or data object and false if it cannot.

Conformance

The provenance conformance metric is proposed to quatigyriformation pro-
vided by the metadata. Adapted from [62], this metric attesmip quantify how
much information the provenance data provides. It is deedrmathematically as:

Qcon formance= zi'\‘zllconten(fieldi)

WhereN is the number of metadata fields alwbntent field,) is the esti-

mation of the amount of unique information contained in teélfi
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The provenance conformance metric is interesting in theatyractically
not very useful for the proposed use of information proveeanhere the interest
is not primarily to capture the provenance of a workflow orgess rather than to
capture the provenance data for a specific piece of infoonakven viewed
solely in the context of workflows, this metric does not sigaintly provide any
additional value than using the provenance completenesgroethe provenance

accuracy metric.

Timeliness

The provenance timeliness metric attempts to describe hiorgmt the provenance
data is. Given highly dynamic information environmentstsas today’s online
social medial, having current provenance metadata abtarhiation is important.
The Ahsan and Shah implementation of this metric combinesgje of the docu-

ment, the frequency of use, and the provenance accuracicragtiollows:

age= presentyear— publicationyear

_ __timesretrieved i
frequencyof_use= sz recordsretrieveg (OVEr @ period of a year)

Qcurrency= Qaccuracyx agex frequencyof_use

This definition is cumbersome and is not applicable to eveoyvgnance
application or scheme. A simpler approach would be to defureency as the
difference between the current time and the time at whiclptbeenance data was

obtained such as:
Qcurrency= current time- time provenancedata created'retrieved

Redefining the metric in this manner provides for more gdnesa and
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better addresses environments where currency might beagedl frequently (i.e.
daily or hourly) such as in the case of today’s social medidrenment. The other
aspect of timeliness important to consider for provenansgess is the time re-
quired to obtain provenance data of interest [6, 76, 95]s @8pect of timeliness is
especially important when considering social media infatiom. If the provenance
system takes too long to provide provenance data, the paoeedata may be su-
perseded during retrieval or provide little or no value ibyided too late to inform

a decision that must be made.

Accessibility

The provenance accessibility metric is weakly defined budinmple terms it is a
metric that would characterize how easy it is to find or acckeda resources in a
repository. In general, this metric is not helpful and seemside of the realm of
interest. However, accessibility would be an excellentriméd include in order
to evaluate approaches to obtaining information provea@amsocial media. In the
social media context, some provenance information maylgibginaccessible due
to privacy policy or other constraints. It is easy to envisam accessibility metric
that would used to quantify answers to the question of 'gizeset of provenance
attributes, which ones are accessible and which ones atd-noexample, prove-
nance attributes for a political domain may include nameation, occupation,
birth date, ethnicity, etc. Birth date and ethnicity may hetaccessible in some
bounded social media environments but may be in others. Aesadility met-
ric would nicely supplement to the results of the proposéarimation provenance

availability function.
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Authority

The provenance authority metric is described as a "parantiede determines the
trust a user places in the provenance information.” No nma#tieal definition is
proposed and this metric is dependent on so much subjgdtiat it is meaningless

to apply to provenance data in social media.

Security

The provenance security metric is described but not cleggfiyed in [4]. However,

this metric highlights an issue for provenance systemsusecander some circum-
stance it is important to ensure the provenance data issphotected [25, 43, 59].
A clearly defined metric would help describe and allow corgumar between ap-
proaches about how secure is the provenance data reallpisexemple, can the
provenance data be modified, spoofed, and protected fromthuwrdzed access?
A list of security features implemented by a provenanceesystould be itemized
relatively easy. The sum of the number of features implestralthough simple,

would yield a much better defined and usable metric than dbestim [4].

Almost all of these metric concepts presented by Ahsa ant Steauseful
for judging the success of provenance research. Howevey wighe metrics are
not well defined enough or sufficiently standardized to yrakhasures that can be
used generally. Additionally, the metrics do not addresaesamportant factors
related to provenance data in social media. For exampl&jdimg a succession
metric to quantify whether or not there are breaks in proreaalata could also be

informative. Classic measures applied to informationee#l (i.e. precision and
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recall), may provide additional value for a provenance meétthogy dependent on

search techniques.
7.3 True or False Statements

The goal of finding provenance data about a particular setérs to provide a re-
cipient addition context, and reveal any latent motivatiabout a particular state-

ment published in social media. Sharing and publishingiopsis a popular use

of social media, and one motivation for revealing proveeatata about an opinion

statement is to better understand the backdrop for thenstautie

Determining whether the statement is true or false is notimgry goal
of finding provenance data in social media. However, proneealata certainly
should be factored when a recipient questions the verity sitheement and there
are some efforts solely dedicated to verifying whether tetesnents appearing in

public (from a variety of media) are true or false.

FactCheck.orjemploys people to research statements asserted as facts and
validate whether the statement is true. FactCheck.orgibegth a source of infor-
mation (a political ad or particular candidate). FactChewkis currently process-
ing “hundreds of questions each day” versus the ultimatewir a Provenance
Engine with the ability to process thousands of queries per.hThe reliance on
human cognitive processing may provide accurate resutts hwnable to scale up
to begin to address the large number of statements publisrsstial media such

as hundreds of millions of tweets published each day. Intewidio FactCheck.org,

http://www.factcheck.org/
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there are other sites and services dedicated to validatirgfuating political state-

ments [41] such as PolitiFact.cm

Snope3 boasts it is the “the definitive Internet reference sourceufban
legends, folklore, myths, rumors, and misinformation.m@ar to FactCheck.org,
articles published by the Snopes.com operating ownersarliiluman cognitive
processing. Snopes efforts are primarily focussed on deating the veracity of
urban legends. For political opinions, Snopes works tostigate whether or not

the attribution is correét While Snopes certainly can provide useful information,

the web site does not provide near real-time informationutilstatements such

as the provenance data desired for recipient social medra.us

Researchers at the Indiana University Center for Complexvbi&s and
Systems Research developed a system named Ttithyack memesin Twitter.
The motivation for the Indiana researchers is to study ‘@ogpidemics” and to
“detect political smears, astroturfing, misinformationglather social pollutioh”
Unlike the approach to finding provenance data in social eetiiuthy focuses
on large numbers of tweets. This differs from the vision ofliity provenance
data in social media which provides a strategy for usersttebassess even single

statements published in social media.

2http://www.politifact.com/

Shttp://www.snopes.com/

4http://www.snopes.com/info/faqg.asp, accessed on Octihe2011.
Shttp://truthy.indiana.edu/

6Memes are cultural ideas or patterns or behavior.
’http://truthy.indiana.edu/about, accessed on Octobe2AB1.
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Castillo, Mendoza, and Poblete [17] investigated infororacredibility on
Twitter and built a classifier aimed at discerning whetherairmessages can be au-
tomatically categorized as credible or not. They identifyrftypes of features used
to categorize messages including seven user based feafineis work concludes
that users “lack the clues that they have in the real worlgsess the credibility of
the information to which they are exposed.” This conclusapports the motiva-
tion for finding provenance data about a statement in soaaiansuch that a user

will be better able to assess the statement.

Engineers for the popular UshaHidirisis map application are developing
Swift Rivef to validate crowdsourced information. Although the pragmbsolution
will likely have a human-in-the-loop to help with validatipengineers are working

to implement algorithms that will help process invalid neeges.

Research efforts have also focussed on identifying sparwittef [88] and
investigating how Twitter is used in political activitie84]. Conover et al. [23]
examined content and structure to build classifiers tordisish political affilia-
tion (liberal and conservative) for large number of Twittesers. Although, their
approach might be leveraged to find particular provenaricikae values in the
future, it is meant for groups versus individuals and is epsible to errors when

users include ambiguous text in statements such as saroasiarks.

Computer forensics literature covers a host of relateccsofhiat might be

leveraged for future work on finding provenance data in $ocedia. These topics

8http://www.ushahidi.com/
%http://swift.ushahidi.com/
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include deception detection, identity theft on the webefescognition, and other

methods in which computational evidence is collected instesyatic matter [55].
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Chapter 8

CONCLUSIONS

Social media applications have profoundly changed howlpesgmmunicate. Con-
sumers of traditional media did not face the same informagimvenance chal-
lenges that today’s social media users face. Without prawves data, social media
users can have a challenging time discerning latent meamddias that may be
associated with a piece of information published in sociadlia. Until provenance
data is provided explicitly to recipients by social mediplagations, provenance
data needs to be found independently. Leveraging socialamedind provenance
data about statements made in social media has the potentiddress this gap.
Provenance data can benefit social media users by expotengjdata upon which

users can base judgements about statements that are pdbhissocial media.

In addition to the motivating cases previously discusseid, iesearch has
exciting implications for addressing contemporary isdaesg users and decision
makers such as: identifying the source of an online prodagew to reveal fake
reviews, helping to implement a practical cyber geneti¢cpability, and deter-

mining the source when no author is evident.

This work presented a framework (provenance paths) for thblgm of
finding provenance data in social media, puts forth formdind®ns, proposes
metrics, suggests strategies for finding provenance, aidigints lessons learned
in the development of a provenance search application. t&sadilly, this work es-
tablishes the basis that finding provenance data in socidiannea viable approach

that can be applied to contemporary, popular, social mddia.initial results are
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encouraging and there is a foundation for future reseanaghthiere are important

research opportunities and challenges that are left to theeasled.
8.1 Research Opportunities

There are three areas that would benefit from additionabhrebe addressing chal-
lenges related to finding and processing provenance atritata, extending the
investigation of provenance paths, and better understgrithw time factors into

provenance data in social media.

Provenance Attributes

It is clear that there is adequate data available in socidiathat can be used for
provenance attributes. However, there are some importgetcés of provenance

attributes that could use further work that were revealathduhis effort:

e How to ensure the attribute values are correct? In othersybwalv to validate
whether or not the correct attribute values were returneldérélare several
items to consider, the most basic of which is entity resohytthat is, are the
attribute values that are being collected attributabldntogame individual?

How can it be validated?

e Are the attributes adequately defined for a particular domaProvenance
attributes were defined as being subjectively defined by &cp&ar recipi-
ent. However, there seems to be additional work that coulddme to help
inform a recipient about what attributes are useful. Theegardemographic

attribute set defined in this work is a logical starting poDétermining how
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to ensure the right attributes are defined for a particulanalo is more the-

oretical and seems to be an excellent intersection for thialssciences.

When unexpected attribute values are found, what does than tnls it valu-
able information? How should it be considered and presedotadecipient?
For example, location attribute values such as “VEGAS BABY!Inter-
net”, and “No, where are you?” do not convey the desired gaugc loca-
tion information but do convey sentiment, attitude, or ifegd depending on
how the attribute values are interpreted. Formal strasefgiedealing with
attribute values that are unexpected or do not exactly spomed to what was

desired need to be developed.

The manner in which information provenance availabilityy/), is defined
does not address the semantics of the provenance data alstatement.
This becomes a problem ifV) is used as the sole criteria for validating
the statementr (V) should be used to help assess how a statement should
be considered in light of what is known about the statemesetfit As an
example, the ability to identify that any particular padél party is associated
with a statement versus not having any information aboudtastent enables
the recipient to subjectively consider the statement gs@ecific attribute
values.r(V) will be most useful to distinguish between similar statetaem
conflicting statements to indicate which statement migiprieéerred over the
other. The first strategy for helping to deal with the sentamif provenance
attributes is including the weighting mechanism in the dedin of r(V).
Values returned from(V) also give an important indicator about whether or

not any provenance data is available for a particular stamém
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The currentr (V) and weighting scheme does not provide the type of auto-
matic semantic discernment that would be most valuable ézigient. One
strategy for overcoming this problem directly might be ttmowala recipient
to define preferred values for provenance attributes tleatrarst important
to the recipient. Next, the preferred values could then epaoed with the
values that are identified during the attribute search uainggetric. For ex-
ample, preferred values could be contrasted to the actha¢vaising edit
distance. In such a case, preferred occupations systoBessorlawyer, and
surgeonwould be contrasted with other occupations that are ndepesl by

a recipient such adrug dealer

How should attribute weights be determined for the proveaaavailabil-
ity function? Attribute weights are subjectively deterexhby the recipient
of social media data. A recipient can be an individual, grauporganiza-
tion. These weights are subjective because: “provenanceniext depen-
dent,” provenance data elements for one application arganotebe valuable
to another application area, the quality of provenance fsrdened from a
user perspective [4], and there are multiple perspectiveatgprovenance it-
self [59]. Thisis similar to considering trust subjectivathen assessing trust
across social networks from an individual perspective aschin [37, 46].

Ahsan and Shah provide additional insight in [4]:

“Due to the heterogeneity and distribution of data resasrtee
usability of data resource for a particular domain depepds the
provenance information attached to the data resource. ditemt

and amount of provenance information in turn is dependerd on
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number of factors such as the domain of use itself, its apidio
within a particular domain and the mechanism of collectirayp-

nance information.”

Providing a mechanism for subjective weighting increabestitility of in-
formation provenance availability because it enables tmputation to be
used across domains under a variety of circumstances oégtt® different
recipients (individuals, groups, or organizations). Tiian important abil-
ity for use in social media where it could be useful to consg®venance
more abstractly (i.e., What ideology supports stater8@htIin some cases it
may be enough to know whether or not the idea being presemsmiiversar-
ial or complementary toward the recipient. Understandimgrtuances of a
publication, position, or opinion, could provide an acedye availability as-
sessment to a recipient in order make a decision about theniation under

consideration.

For any single domain, the difference in defining weightsiogract the use-
fulness of the computed information provenance availgbiAttributes that
are most indicative or instill the most confidence in the lamlity assess-
ment should be weighted more. Attributes that are the méf&tdt to obtain
(but most indicative) should be weighted greater. If thevpmance weights
are not chosen carefully, high information provenancelaldity scores will
not be meaningful. For example, suppose a recipient is apgobuealtors
who receive a forwarded microblog message (a retweet) frarollaague
that states “the park near Baker elementary is going to baceg with a

mall.” The realtors are hypothetically interested in thikof@ing provenance
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attributes: name, date, town, state, occupation, locatigganization, place
of employment, and political party. Equal weighting of th&iautes would
not capture that the political party probably is not the mogtortant attribute
for availability in this case. Incorrectly weighting thelpical party attribute

could give a false sense of the value of the provenance irgtiomobtained.

e Additional work can be done to test and validate the metrésme of the
metric concepts defined by Ahsan and Shah, and discussee ichdpter
addressing related work, could prove beneficial for proweeadata in so-
cial media. Specifically, timeliness, accessibility, autty, and security are
loosely defined by Ahsan and Shah but the concepts would paiuable
if implemented for social media data. Lastly, the automatedlysis was
applied to over 5,00@ user names but additional large scale experiments
including tens of thousands, or even millions, of users wddtter represent

the hundreds of millions of social media users.

Provenance Paths

Approaches need to be designed to infer provenance datatiwbgmath is incom-
plete. Decision strategies need to be developed to helpethpient authenticate
information provided through social media or determine thbeor not the infor-
mation itself can be corroborated via a separate provergatbancluding accepted
social media nodes. In some cases, it may be enough to knothevha not the
idea being presented is adversarial, complementary, quertoward the recipient

individual or group. Understanding the nuances of a putiioaposition, or
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opinion, could lend itself to a level of confidence accepdbla recipient by using

only the portion of the provenance path that is availablefalysis.

If the actual path is not completely known, it could be diffi¢do determine
whether or not a discarded node contributed to or alteremnmdtion presented to
the recipient. Social media data could be leveraged to atitikely paths. The
nodes and links that are known to the recipient or consetyudiscovered can be
exploited to provide a warning or calculate confidence \&lusing probabilistic

mechanisms to determine how the information might be censdi

A dynamic approach like a PE is needed because it is not pahfdir every
recipient to store provenance data about every piece ofireEtion. Efficient stor-
age of provenance data can be a challenge [15, 59] and prosestorage can be a
limiting factor in an automated provenance system [77]. ifddally, the dynamic
approach allows recipients to evaluate provenance paginesentative of the dy-
namic social media environment. Over time, it is possib& the provenance path
can change due to new information that becomes availabldditi@nal paths may

be identified.

Additionally, research concerning how results could be peajinto previ-
ously defined structures, ontology definitions, and taxaeerauggested by other
researchers such as OPM [59], KP [31], and provenance taxpfit/] may pro-

vide useful insights.

Conducting research to better understand the factors irsdb@l media
environment that facilitate or hinder obtaining proveradata in the social me-

dia environment will also be important. Other interestird® examining whether
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or not provenance attribute values can be used as a basigdbngl with other
aspects of the problem space. Specifically, might) be a reasonably effective
objective function for greedily choosing a provenance pdtben multiple paths are
evident for a specific piece of information? CgiV) be used to greedily choose
the most likely predecessor node when an edge in a path isanclAvailability
might serve as a basis for examining characteristics inrasooedia that could be
important factors in estimating a provenance path suchsiardie between nodes

and community structure.

Determining reasonable values®for a particular domain will require ad-
ditional effort. AnyC value for a particular domain should take into account the
information gain provided by a particular attribute as veslany recipient prefer-

ences for weighting the counts.

When the search for provenance data moves, or hops, fronocia siedia
application to another (such as from Twitter to Linkedlhg top should be chosen
in a methodical manner. In this work, LinkedIn was chosenhashiest site for
the first hop based on the assumption that LinkedIn users are professionally
oriented as a user population. Facebook was chosen as thedskeop because
of its widespread popularity. However, there are additicoaial media sites that

could also be considered, such as Gooyle+

This work also revealed that some social media sites arere@saccess
than others (for the purpose of searching for and obtainnoggmance attribute
values). Future work might include strategies for hoppiagdadl on the domain.

The recipient’'s accounts may also be a determining factoaulme of increasing

Ihttp://www.google.com/+/learnmore/, accessed on Octd®e2011
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privacy and security restrictions. Additionally, accesssbme social media site

APIs is facilitated by user (recipient) credentials.
Beyond the work to identify and assess provenance path® #re addi-

tional questions related to provenance data in social nsdih as:

e How would provenance paths be valued from different reaigie
e Can provenance paths be identified and leveraged to helenti#ua group?

¢ In addition to trust, what other connections can be madedmtyprovenance

and elements of social media?
e What are the implications for privacy?

Accounting for Time

There is also a temporal factor for provenance attributedspaovenance paths that
should be explored further. Are the attribute values fodvednost current attribute
values? Did the attribute values change over time, and Wben, and more im-

portantlywhy? Has a path been used previously, and if so, was the pattblz@di
8.2 Future Work

The application developed for automated analysis encoeshigoth expected and
unexpected challenges. Entity resolution, improved tesl\ssis for entity reso-

lution (and attribute extraction), personalized versublipyprovenance attribute
availability, and leveraging additional web based resesirare areas that would

likely benefit from additional development.
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Entity resolution was an anticipated challenge. For thigaihwork, lo-
cation was used to help reconcile duplicates. However,siniple approach will
not scale up. Comparing friend networks to identify wherer¢hare similarities
between a duplicate name on one social media site and arsitbenay provide
a useful mechanism for dealing with duplicates. Entity hetson work by other
researchers [16, 48] might be leveraged to determine honctarporate more so-
phisticated mechanisms into the application. During thauahanalysis, in some
cases, entities were matched across social media sitesrigyprsfile photos. An
automated means of face recognition incorporated into phicapion would also
assist in entity resolution. Facial recognition techniaee effective [47, 97] and

are implemented commercially for a variety of appliatios6,[81].

The application developed for this effort implemented tagexpressions
as a simple mechanism for text analysis. More sophistidaddanalysis means,
such as those enumerated in [44], could be used in the fullassist with entity

resolution and attribute extraction.

During the course of this research effort, social mediasgcand privacy
was a topic of discussion in many news stories and articles i&sult, social media
web sites changed security posture and authenticatiomsshéor APIs limiting
the amount of data available. Social media users have easiess to social media
data than is available publicly in some circumstances. thgies that accessing
and finding provenance data in social media might be bestoapped from an
individual recipient’s perspective. Extending the apgtion to leverage new APIs

and security protocols should be investigated.
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Lastly, search engine results proved beneficial for aceggziblicly avail-
able profile data. Additional development work might beteafrerage search re-
sults and incorporate other internet sources such as Enseb pages. Coupled
with more sophisticated text processing, leveraging pbbdivailable web data may

yield additional attribute values and serve to validatesprance data.
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The terms in this section are included for reference, @hatnd compari-

son to the definition of provenance data in social media ptesan this work.

Archiving “To compress one or more files and folders into aykdrfile for
backup or transport. Although archived files may remain @ensdime com-
puter, the term implies data retention, and archived dadyguically stored

in a secondary locatiofor backup and historical purposes'?

Authentication “the process of confirming the correctneisghe claimed

identity 3

Belief dynamics “changes in the beliefs of minds in the ddtdatabases;
database updating, theory change, theory revision, beli@hge, andvelief

revision’#

Biographical identity “is comprised oflocumented events which build
up over time, i.e. educational qualifications, marriage, employmestadny,

mortgage accounts, bank accounts, utilities accounts etc.

Data aggregation “the ability to getraore complete picture of the infor-

mation by analyzing several different types of records ateth

Data annotation “Researchers do more than produce androerdata: they

comment on itand refer to it, and to the results of queries upoh it”

2http://encyclopedia2.thefreedictionary.com/Digitaiehive
Shttp://www.sans.org/security-resources/glossarieafs/
4Hansson, Sven Ove, A Textbook of Belief Dynamics, 1999
Shittp://www.huntingvenus.com/ecart1.htm
Swww.sans.org/security-resources/glossary-of-terms/
"http://www.nesc.ac.uk/esi/events/304/
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Data derivation “the process @feating a data value from one or more

contributing data valuesthrough a data derivation algorithr”

Data pedigree - “the metadata which uniquely defines datgpemddes a

traceable path to its origin”®

Decision quality information enougtorrect information to inform correct

decisions or serve as a basis for decisions

Digital certificate “an electronic "credit card” that eslishesyour creden-

tials when doing business or other transactions on the Web. Itsisets
by a certification authority. It contains your name, a semniamnber, expi-
ration dates, a copy of the certificate holder’s public keseufor encrypting
messages and digital signatures), and the digital signatuthe certificate-

issuing authority so that@cipient can verify that the certificate is real®

¢ Digital signature “a hash of a message thaiquely identifies the sender

of the message and proves the message hasn't changed airsraigsion

¢ Digital watermarking “process whereby arbitrary informatis encoded
into an image in such a way as to be imperceptible to imagerodase has
been proposed as a suitable tool ientifying the source, creator,owner,

distributor, or authorized consumer of a document or an afidg

8http://www.geekinterview.com/kb/data-derivation.htm
%http://citeseerx.ist.psu.edu/viewdoc/summary?doit10138.1145
Oww.sans.org/security-resources/glossary-of-terms/

Hipid.

12ghih, Frank y., Digital Watermarking and Steganograph@g20
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¢ Information attribution “assigning some quality or chdexdo a person or

thing”13 (i.e. assigning the source of information
e Information diffusion “anything thapropagates over a network14

¢ Integrity “the need t@nsurethat information has not been changed acciden-

tally or deliberately, and that it isccurate and complete®

e Non-repudiation “method by which the sender of data is tegiwith proof
of delivery and therecipient is assured of the sender’s identity so that

neither can later deny having processed the d&ta.”

¢ Reliability “How can a user (or an automated agent) evaltlaeaeliability
of digital materials? Whadata must be maintainedbout the sourceof the
item and its creator téacilitate a decisionto trust or not?%’
e Trust
“reliance: certainty based on past experiené@”
“pelieve: beconfident about something®
“the trait of believing in the honesty and reliability of others' 2°

“determine which permissions and what actions other syst@msers

can perform on remote machineg?!

Bhttp://www.audioenglish.net/dictionary/attributibitm
nttp://www.cs.umd.edu/class/spring2008/cmsc828d¢Sfinformation-diffusion.pdf
Swww.sans.org/security-resources/glossary-of-terms/
nttp://www.tsl.state.tx.us/ld/pubs/compsecurity&gary.html
Yhttp://www.wtec.org/loyola/digilibs/022.htm
Bnttp://wordnetweb.princeton.edu/perl/webwn?s=trust

Blbid.

2O1bid.

2lwww.sans.org/security-resources/glossary-of-terms/
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package ProvenanceAttributes;

import java.io. Serializable;

[ %%

*

* @author gbarbier

*/

public class ProvenanceAttributes implements Serialikalk{

public String formalName = "";

public String TwitterUserNumber = "7;
public String LinkedInID = "7;

public String FacebookIlD = "";

public String location = "";

public String education = "";

public String occupation = "7;

public String Age = "7;

public String URL = "7

public String originalSource = "";
public String modifier = "";

public String employer = "7;

public String politicalAffiliation = "";
public String lobbyAffiliation = "”;
public String speciallnterests = "";
public String convictions = "";
public String citizenship = "";
public String ethnicity = "";

public String gender = "7;

public String traditionalmediasource = "";
public String twitterBio = "";

/I Weigths to use for provenance availability function

private int formalNameWeight =
private int locationWeight = 1;
private int educationWeight = 1;

private int occupationWeight = 1;

private int AgeWeight = 1;

private int employerWeight = 1;

private int politicalAffiliationWeight = 1;
private int lobbyAffiliationWeight = 1;
private int speciallnterestsWeight = 1;
private int convictionsWeight = 1;

private int citizenshipWeight = 1;

private int ethnicityWeight = 1;

private int genderWeight = 1;

1;

RN NN
/' Method to compute proveanance availability value
public double provenanceAvailability (X

double WeightSum = formalNameWeight + locationWeight +
educationWeight + occupationWeight + AgeWeight +
employerWeight + politicalAffiliationWeight +
lobbyAffiliationWeight + speciallnterestsWeight +
convictionsWeight + citizenshipWeight + ethnicityWeight
genderWeight;

int x_formalName = 1;

int x_location = 1;

int x_education = 1;
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int x_occupation = 1;

int x_Age = 1;

int x_employer = 1;

int x_politicalAffiliation = 1;
int x_lobbyAffiliation = 1;

int x_speciallnterests = 1;
int x_convictions = 1;

int x_citizenship = 1;

int x_ethnicity = 1;

int x_gender = 1;

if (formalName.isEmpty ()) {x_-formalName = 0}

if (location.isEmpty()) {x-location = 0}

if (education.isEmpty ()){x_-education = 0}

if (Age.isEmpty ()) {x-Age = 0;}

if (employer.isEmpty ()) {x-employer = 0}

if (politicalAffiliation.isEmpty()) {x_politicalAffiliation = 0;}
if (lobbyAffiliation.isEmpty ()) {x-lobbyAffiliation = 0;}
if (speciallnterests.isEmpty()){x-speciallnterests = @;
if (convictions .isEmpty ()) {x-convictions = 0}

if (citizenship.isEmpty ()) {x_citizenship = 0}

if (ethnicity.isEmpty()) {x_-ethnicity = 0;}

if (formalName.isEmpty ()) {x_-formalName = 0}

if (gender.isEmpty ()) {x_-gender = 0}

return ((xformalName x formalNameWeight) +
(x_location x locationWeight) +
(x_education x educationWeight) +
(x-occupation = occupationWeight) +
(x_Age * AgeWeight) +
(x-employer x employerWeight) +
(x-politicalAffiliation =« politicalAffiliationWeight) +
(x_lobbyAffiliation * lobbyAffiliationWeight) +
(x-speciallnterestsx speciallnterestsWeight) +
(x_convictions = convictionsWeight) +
(x_citizenship = citizenshipWeight) +
(x_ethnicity = ethnicityWeight) +
(x-gender « genderWeight))
/WeightSum ;

} Il end method
R NNy

/I Method to return all provenance attributes as a string
public String attributesToString (){

return "Name: " + formalName + {n” +
"Location: " + location + "\n” +
"Education: " + education + Y{n” +
"Occupation: " + occupation + {n” +

Y!Age. ” + Age + YY\nH +
/1 "URL: " + URL + "\n” +

// "Orignal Source: " + originalSource +\n” +

/1 "Modifier: ” + modifier + "\n” +

"Employer: " + employer+ \n" +

"Political Affiliation: " + politicalAffiliation + " \n" +
"Lobby Affiliation: ” + lobbyAffiliation + " \n” +
"Special Interests: " + speciallnterests HAf[" +
"Convictions: " + convictions + in” +

"Citizenship: " + citizenship + in” +

"Ethnicity: " + ethnicity + "\n” +

"Gender: " + gender + \n";
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/1 "Tradition media: " + traditionalmediasource + \n” +
// "Bio: " + twitterBio + "\n”

}

N N NN NN
// Method to add new attributes to object only adds attribute
/l values to attributes that do not have previous values
public void addAttributeValues (ProvenanceAttributes wettributes) {
if (formalName. equals ("") && !(newAttributes .formalNam. equals (""))) {
formalName = newAttributes .formalName;

if(location.equals ("") && !(newAttributes .location.ewgals (""))) {
location = newAttributes .location;

if (education .equals ("") && !(newAttributes .educatiorequals (""))) {
education = newAttributes .education;

if (occupation.equals("") & !(newAttributes .occupatio.equals (""))) {
occupation = newAttributes .occupation;

if (Age.equals("") && !(newAttributes .Age.equals (""))){
Age = newAttributes .Age;

}
if (URL. equals ("") && !(newAttributes .URL.equals (""))) {
URL = newAttributes .URL;

if(originalSource.equals (") &%
I(newAttributes . originalSource . equals (")) X
originalSource = newAttributes . originalSource;

if (modifier.equals ("") && !(newAttributes . modifier.egals (""))) {
modifier = newAttributes . modifier;

}
if (employer.equals ("") && !(newAttributes .employer.amls (""))) {
employer = newAttributes .employer;

if(politicalAffiliation.equals("") &&
I(newAttributes . politicalAffiliation.equals (""))) {
politicalAffiliation = newAttributes . politicalAffiliation;

}
if(lobbyAffiliation.equals ("") &&
I(newAttributes . lobbyAffiliation.equals (""))) {
lobbyAffiliation = newAttributes .lobbyAffiliation;
if(speciallnterests.equals ("") &&
I(newAttributes . speciallnterests .equals (""))]
speciallnterests = newAttributes .speciallnterests;

if(convictions . equals ("”) && !(newAttributes.convicons.equals (""))) {
convictions = newAttributes .convictions;

if(citizenship.equals ("") && !(newAttributes.citizenlsip.equals(""))) {
citizenship = newAttributes .citizenship;

}
if(ethnicity .equals ("") && !(newAttributes.ethnicity equals (""))) {
ethnicity = newAttributes . ethnicity;

if (gender.equals ("") && !(newAttributes .gender.equa(%"))) {
gender = newAttributes .gender;

if(traditional_-media_source .equals ("") &&
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I(newAttributes . traditionalmediasource .equals (""))){
traditional_mediasource = newAttributes .traditionaimediasource;

if (twitterBio.equals ("") && !(newAttributes .twitterBio.equals (""))) {
twitterBio = newAttributes . twitterBio;

}
} /1 end method
} Il end class
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package ProvenanceAttributes;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

%%
*

x @author gbarbier

*/

MediaClients
MediaClients
MediaClients
MediaClients
MediaClients
MediaClients
MediaClients
MediaClients

.LinkedInHTMLprocessing;
. TwitterHTMLprocessing;
.BingProcessing ;
.FacebookAPIconnection ;
.FacebookHTMLprocessing ;
.LinkedInAPIconnection;

. TwitterAPIConnection;
.YahooProcessing ;

java.io.lOException;

java.io. Serializable;
java.io.UnsupportedEncodingException;
java.net.MalformedURLEXxception ;

java.util.ArraylList;

java.util .HashSet;

javax .xml.parsers.ParserConfigurationExceptjo
javax .xml.xpath . XPathExpressionException ;
oauth.signpost.exception.OAuthCommunicatiogcEgtion ;
oauth .signpost.exception. OAuthExpectationraiException ;
oauth.signpost.exception.OAuthMessageSignemdgion ;
oauth.signpost.exception.OAuthNotAuthorized®Eyption ;
org.json.JSONException ;

org.xml.sax.SAXException;

public class Alpha implements Serializablé

public
public

public HashSet
public HashSet
public HashSet
public HashSet

private static

String alphaUserName = "7;
ProvenanceAttributes provAttr = new Provenancedbtutes ();

TwitterFriends = new HashSet();
LinkedInFriends = new HashSet ();
FacebookFriends = new HashSet ();
MySpaceFriends = new HashSet ();

int INFINITY = 10000;

N N NN

/1

public Alpha() {
alphaUserName =

constructor

method

nn.

provAttr.formalName = "";
provAttr. TwitterUserNumber = ;
provAttr.LinkedInID = "";
provAttr . FacebookiD = "";

nn

nn

provAttr.location = :
provAttr.education = "";

provAttr.occupation =

nn.

provAttr .Age = "7,

provAttr .URL = "7;
provAttr.originalSource = "";
provAttr. modifier = "7;

nn

provAttr.employer = "”;

provAttr. politicalAffiliation = "";
provAttr.lobbyAffiliation = "";
provAttr.speciallnterests = "”;

nn

provAttr.convictions = :
provAttr. citizenship = "";
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provAttr.ethnicity = "7,
provAttr.gender = "";
provAttr.traditionalmediasource = "”;
provAttr. twitterBio = "";

} I/ Alpha constructor

NN,
// Method to search all sources for provenance attributes
/I Updates alpha’s provenance attributes with the most mble values
public void recipientSearchProvAttr ()
throws I10Exception,
XPathExpressionException, SAXException ,
ParserConfigurationException , MalformedURLException,
OAuthMessageSignerException, OAuthExpectationFailgd&ption ,
OAuthNotAuthorizedException , OAuthCommunicationExc¢egn ,
UnsupportedEncodingException , JSONExceptidn

if ('alphaUserName .isEmpty ()){

getTwitterAttributes ();
getLinkedInAttributes ();
scrapeFacebookAtrributes ();

}

} Il end method

public void getTwitterAttributes ()
throws MalformedURLEXxception ,
IOException, XPathExpressionException,
SAXException, ParserConfigurationException ,
OAuthMessageSignerException, OAuthExpectationFailgd&ption ,
OAuthNotAuthorizedException , OAuthCommunicationExd¢em {

TwitterAPIConnection user = new TwitterAPIConnection ();

provAttr = user.getTwitterAttributes (alphaUserName );
TwitterFriends = user.getTwitterFriends (alphaUserName

} 1/ end method

public void getLinkedInAttributes ()
throws SAXException, ParserConfigurationException , IXxEption,
OAuthMessageSignerException, OAuthNotAuthorizedExdep ,
OAuthExpectationFailedException , OAuthCommunicatioaEption ,
XPathExpressionException{

LinkedInAPIconnection user = new LinkedInAPIconnectioh; (
provAttr.addAttributeValues (user. ldentifyAttributds

provAttr .formalName , provAttr.location));
LinkedInFriends = user.getLinkedInFriends (provAttr .nkedInID);

} /lend method

public void getFacebookAttributes ()
throws SAXException, ParserConfigurationException , IXxEption,
OAuthMessageSignerException, OAuthNotAuthorizedExtiep ,
OAuthExpectationFailedException , OAuthCommunicatiodmEption ,
XPathExpressionException, UnsupportedEncodingExceptj
MalformedURLException, JSONExceptio{

141



FacebookAPIconnection user = new FacebookAPIconnectign (
provAttr . addAttributeValues (user.ldentifyAttributds

provAttr .formalName , provAttr.location));
FacebookFriends = user.getFacebookFriends (provAttcebaokliD );

} /lend method

N NN NN
// Method to search all sources for provenance attributes

/I Updates alpha’s provenance attributes with the most mble values
public void scrapePubProvAttr()

throws UnsupportedEncodingException , IOException,
XPathExpressionException, SAXException ,
ParserConfigurationExceptior

if ('alphaUserName .isEmpty ()){

scrapeTwitterAttributes ();
scrapelLinkedInAtrributes ();
scrapeFacebookAtrributes ();

}
} /1 end method

FEEEEETEE bbb rnn
// Method that updates attribute values mined from alpha’s
/I Twitter profile page

public void scrapeTwitterAttributes () throws UnsuppodtencodingException{
TwitterHTMLprocessing user = new TwitterHTMLprocessiny;(

provAttr = user.ScrapeSingleProfile(

"http :// twitter .com/” + alphaUserName);
} /1l end method

N NN NNy
// Method to update attribute values from alpha’s
I/l Linkedln public profile page
public void scrapelLinkedInAtrributes ()
throws I10Exception, XPathExpressionException,
SAXException, ParserConfigurationExceptiof

LinkedInHTMLprocessing profile = new LinkedinHTMLproceimg ();

provAttr. addAttributeValues (

profile.ScrapeLlAttributes (IDLinkedInPubProfile ()))
} Il end method

N NN NN NN
// Method to identify the LinkedIn public profile page
/I most likely associated with alpha
private String IDLinkedInPubProfile ()
throws XPathExpressionException, SAXException ,
ParserConfigurationException , I0Exceptiofi

int bestScore = INFINITY;
int currentScore = 0;
int bestlndex = 0;

ArrayList<String> duplicateURLs = new ArrayLis«String>();
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/Il get list of linked in profile pages

I/l most closely associate with alpha’'s formal name
/!l based on bing search query

duplicateURLs = getAlphaLinkedInURLs ();

/Il select most likely profile based on the scoring function
/! the lower the profile score is, the more likely the
/I profile is associate with alpha
for (int i = 0; i < duplicateURLs .size (); i++){
currentScore = LlprofileScore (duplicateURLs .get(i));
if ( currentScore< bestScorej
bestScore = currentScore;
bestindex = i;

} 1l end if
} /1 end for
if (duplicateURLs .isEmpty ()){
return null;
else {

return duplicateURLs . get(bestindex);
}
} Il end method

FEEELEEEEEEE b b r i nnd

/I Method to compute profile page score for a URL

/l that is a candidate for alpha’'s profile page

private int LlprofileScore(String profileURL)
throws MalformedURLEXxception, IOException,
XPathExpressionException{

EditDistance function = new EditDistance ();
LinkedInHTMLprocessing profilePage = new LinkedInHTML@cessing ();

/! calculate socre
String templLocation = profilePage .getLinkedInLocatioprofileURL);

/1 if there a location value is missing return infinity

if (tempLocation .isEmpty () || provAttr.location.isEmpty ()]
return INFINITY;
}

return function.computeEditDistance (provAttr.locatig templLocation);

} 1/l end method

LEDETETEEEEE bbb rd

// Method to return alphs’'s most likely LinkedlIn

/I profile pages

private ArraylList<String> getAlphalLinkedInURLs ()
throws XPathExpressionException, SAXException
ParserConfigurationException , I0Exceptiofi

BingProcessing resultBing = new BingProcessing ();
YahooProcessing resultYahoo = new YahooProcessing ();

ArrayList<String> emptyResult = new ArrayLis«String >();

/!l use Bing API but limit results using formal name
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if (provAttr.formalName.isEmpty ()]
return emptyResult;
}

return resultBing.getLIBingURLIist(
resultBing .getBingQuery (provAttr.formalName + " Linkén”),
provAttr.formalName.toLowerCase ());
} /1l end method

N NN NNy
// Method to update attribute values from alpha’s
I/l Linkedln public profile page
public void scrapeFacebookAtrributes ()
throws I0Exception, XPathExpressionException,
SAXException, ParserConfigurationExceptiof

FacebookHTMLprocessing profile = new FacebookHTMLprosiag ();

provAttr.addAttributeValues (
profile.ScrapeSingleFBProfile (IDFacebookPubProfile;
} 1l end method

NN NNy
/' Method to identify the LinkedIn public profile page
/I most likely associated with alpha
private String IDFacebookPubProfile ()
throws XPathExpressionException, SAXException ,
ParserConfigurationException , I0Exceptiof

int bestScore = INFINITY;
int currentScore = 0;
int bestlndex = 0;

ArrayList<String> duplicateURLs = new ArrayLis«String>();

/Il get list of linked in profile pages

/I most closely associate with alpha’s formal name
/! based on bing search query

duplicateURLs = getAlphaFacebookURLs();

/Il select most likely profile based on the scoring function
/! the lower the profile score is, the more likely the
/I profile is associate with alpha
for (int i = 0; i < duplicateURLs .size (); i++){
currentScore = FBprofileScore (duplicateURLs .get(i));
if ( currentScore< bestScore]
bestScore = currentScore;
bestindex = i;

} I/ end if
} /1 end for
if (duplicateURLs .isEmpty ()){
return null;
else {

return duplicateURLs .get(bestindex);
}
} Il end method

FEEEEEEEE i b b bbb i irrr g
// Method to compute Facebok profile page score for a URL
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/l that is a candidate for alpha’'s profile page

private int FBprofileScore (String profileURL)
throws MalformedURLEXxception, IOException,
XPathExpressionException, SAXException ,

EditDistance function = new EditDistance ();
FacebookHTMLprocessing profilePage = new FacebookHTMigassing ();

String templLocation = profilePage .getFacebookLocatipmqfileURL);

if (tempLocation .isEmpty () || provAttr.location.isEmpty ()]
return INFINITY;
}

/I calculate socre
return function.computeEditDistance (provAttr.locatig templLocation);

} /1l end method

NN NNy

// Method to return alphs’'s most likely LinkedIn

/I profile pages

private ArraylList<String> getAlphaFacebookURLs()
throws XPathExpressionException, SAXException ,
ParserConfigurationException , I0Exceptiof

BingProcessing result = new BingProcessing ();
ArrayList<String> emptyResult = new ArrayLis«String >();

/!l use Bing API but limit results using formal name
if (provAttr.formalName.isEmpty ()]

return emptyResult;
}

return result.getFBBingURLIist(
result.getBingQuery (provAttr.formalName + " Facebook fon'),
provAttr.formalName.toLowerCase ());
} 1/ end method
} /1l end class

145



package MediaClients ;

import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

java.io.BufferedReader;

java.io.lnputStream;

oauth .signpost.OAuth;
oauth.signpost.OAuthConsumer;

oauth.signpost. OAuthProvider;

oauth .signpost.basic.DefaultOAuthConsumer;
oauth.signpost. basic.DefaultOAuthProvider;
oauth.signpost.exception.OAuthCommunicatiogEgtion ;
oauth.signpost.exception. OAuthExpectationFaiException ;
oauth.signpost.exception.OAuthMessageSighemddgion ;
oauth.signpost.exception.OAuthNotAuthorizedfEyption ;
org.openide.windows. |OProvider ;
org.openide.windows. InputOutput ;
ProvenanceAttributes. ProvenanceAttributes;
java.io.lOException;

java.io.InputStreamReader;

java.io.StringReader;

java.net.HttpURLConnection;
java.net.MalformedURLException ;

java.net.URL;

java.util .HashSet;

java.util .regex.Matcher;

java.util .regex. Pattern;

javax .xml. parsers.DocumentBuilder;

javax .xml.parsers.DocumentBuilderFactory;

javax .xml. parsers.ParserConfigurationExceptjio
javax .xml. xpath.XPath;

javax .xml.xpath . XPathConstants;

javax .xml.xpath . XPathExpressionException ;

javax .xml.xpath . XPathFactory ;

org.openide. util . Exceptions ;

org.w3c.dom.Document;

org .w3c.dom.NamedNodeMap;

org.w3c.dom.Node;

org.w3c.dom. NodelList;

org.xml.sax.InputSource ;

org.xml.sax.SAXException;

class TwitterAPIConnection{

PHLETEEETEE i r i e

OAuth

NNy,
String accesstoken;

String accesssecret;

static String CONSUMEKEY = "";

static String CONSUMERSECRET = "”;

static String REQUESITOKEN_ENDPOINT.URL

= "http :// twitter .com/oauth/requestoken”;
static String ACCESSOKEN_ENDPOINT-URL

"http :// twitter .com/oauth/accessoken”;
static String AUTHORIZEWEBSITEURL

"http :// twitter .com/oauth/authorize”;
static String VERIFICATIONCODE = "";

static String ACCESSOKEN

static String SECRETOKEN
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OAuthConsumer consumer
= new DefaultOAuthConsumer (CONSUMEKEY, CONSUMERSECRET);
OAuthProvider provider
= new DefaultOAuthProvider (REQUESTOKEN_ENDPOINT.URL,
ACCESSTOKEN_ENDPOINT.URL,
AUTHORIZE_.WEBSITE.URL ) ;

public synchronized String getAccesssecret{)

return accesssecret;

public synchronized void setAccesssecret(String accessst) {
this.accesssecret = accesssecret;
}

public synchronized String getAccesstoken ()
return accesstoken;
}

public synchronized void setAccesstoken (String acce&etp) {
this.accesstoken = accesstoken;

}
public void getKey ()
{
try {
InputOutput io = IOProvider.getDefault (). getlO ("OAuthegKkey”,
true);
/l/ we do not support callbacks , thus pass OOB
String authUrl = provider .retrieveRequestToken (consume

io.getOut (). printin("Now visitiAn” + authUrl +
"\n... and grant this app authorization”);
io.getOut (). println ("Enter the PIN code in the text field +
"and <Get Access Tokens");

} catch (OAuthNotAuthorizedException ex]
Exceptions . printStackTrace (ex);
} catch (OAuthMessageSignerException eX)
Exceptions . printStackTrace (ex);
} catch (OAuthExpectationFailedException ex)
Exceptions . printStackTrace (ex);
} catch (OAuthCommunicationException ex{
Exceptions . printStackTrace (ex);
} /+catch (IOException ex){
Exceptions . printStackTrace (ex);
o/
} Il end method

public String getTokens (String code)
throws OAuthMessageSignerException, OAuthNotAuthodEeception ,
OAuthExpectationFailedException , OAuthCommunicatiocEption {

provider .retrieveAccessToken (consumer, code);

return consumer.getToken() +\h” + consumer.getTokenSecret () +H\A";
} Il end method
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NN NN NN NNy,
/1l APl calls
N NN NNy,

private String sendQuery(String APIString)
throws OAuthMessageSignerException, OAuthNotAuthodEeception ,
OAuthExpectationFailedException , OAuthCommunicatioaEption ,
IOException {

BufferedReader bRead = null;
boolean flag = true;
OAuthConsumer tempconsumer =
new DefaultOAuthConsumer (CONSUMBREY, CONSUMERSECRET);
tempconsumer.setTokenWithSecret (ACCERXEN, SECRETTOKEN);

URL url = new URL(APIString);
HttpURLConnection request = (HttpURLConnection) url.opg2onnection ();

tempconsumer.sign(request);
request.connect ();

if(request.getResponseCode()==400
|| request.getResponseCode() == 401
|| request.getResponseCode()==404)

flag = false;
StringBuilder content = new StringBuilder ();

if(flag) {
bRead = new BufferedReader (
new InputStreamReader (
(InputStream) request.getlnputStream ()));
String temp = "";
while ((temp = bRead.readLine ())!=null)
{

content .append(temp);

}
} Il end if
request.disconnect ();
return content.toString ();
} 1/ end method

public String SearchName (String screenName)
throws OAuthMessageSignerException, OAuthNotAuthodEeception ,
OAuthExpectationFailedException , OAuthCommunicatiowEption ,
IOException {

String requestString =
"http :// api.twitter.com/1/users/lookup.xml?screarame="

+ screenName ;

return sendQuery(requestString);
} /1l end method

public String SearchFriends (String screenName, StringrsouValue)

throws OAuthMessageSignerException, OAuthNotAuthodE&ception ,
OAuthExpectationFailedException , OAuthCommunicatioaEption ,
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IOException {

String requestString =
"http :// api.twitter. .com/1/statuses/friends.xml?serename ="
+ screenName + "&cursor=" + cursorValue;

return sendQuery(requestString);
} /1l end method

NNy
/1l XML Processing
NNy

/I XPATH query to get first name from Twitter GET users/lookuAPI
private String xFormalName = "//user/name/text()";

/I XPATH query to get first name from Twitter GET users/lookuAPI
private String xID = "//user/id/text()";

I/l XPATH query to get location from Twitter GET users/lookupPl
private String xLocation = "//user/location/text()";

I/l XPATH query to get interests from Twitter GET users/logkuAPI
private String xDescription = "//user/description/tex}t"(

/I XPATH query to get friends from Twitter GET users/lookupPA
private String xFriends = "//user/name/text ()”;

/I XPATH query to get next cursor value from Twitter GET usdisokup API
private String xNextCursor = "//nextursor/text()”;

/I regex to search for age in description
private static String agePattern

= "[1i] ?[’aA]?[mM] ?[aA]? ([0 —9][0—-9]|100)[ ,.]";
private static String citizenPatternl

= "[1i] ?['aA]?[mM] ?[aA]? citizen of (.x?)[ ,.]1";
private static String citizenPattern2

= "[1i] ?['aA]?[mM] [aA]? (. =x?) citizen[ ,.]1";

private static int FRIENDLIMIT = 500;

private XPathFactory factory = XPathFactory.newlnstafge
private XPath xpath = factory.newXPath();

private Document XMLStringToDom(String xmlSource)
throws SAXException, ParserConfigurationException , IXxEption {

DocumentBuilderFactory docfactory

docfactory .setNamespaceAware(true);
DocumentBuilder builder = docfactory .newDocumentBuitde;

return builder.parse(new InputSource (new StringReademlSource)));
} Il end method

PHEEEEEEEEE i r i b iy

/I Method for debugging XPATH results
private String ReturnNodeText (Node node{)
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String result = null;

switch (node.getNodeType ()X
case Node.ELEMENNODE:
result = <" + node.getNodeName ();

NamedNodeMap map = node.getAttributes ();

for (int i = 0; i < map.getLength (); i++){

result += " ” + map.item(i).getNodeName () +
"=\"" + map.item(i).getNodeValue () + \"";

result +=">\n";
return result;
case Node.ATTRIBUTENODE:
return node.getNodeName() + ¥2" + node.getNodeValue () + Y"\n";
case Node.TEXINODE:
return "TEXT NODE ”
+ node.getNodeName() + " ”
+ node.getNodeValue () +\n”;
/l return "TEXT.NODE " + node.getTextContent() +\h”;
case Node.CDATASECTIONNODE:
return node.getNodeValue () +\h";
case Node.PROCESSINBISTRUCTIONNODE:
return node.getNodeValue () +\h";
case Node.DOCUMENNODE:
case Node.DOCUMENFRAGMENTNODE:
return node.getNodeName() + "=" + node.getNodeValue () ¥n”";

return result;
} /1 end method

NNy

I/l Method to get user location

public String getTwitterLocation(String userName)
throws MalformedURLException, IOException, XPathExpsésnException,
SAXException, ParserConfigurationException ,
OAuthMessageSignerException, OAuthNotAuthorizedExdep ,
OAuthExpectationFailedException , OAuthCommunicatioEption {

String location = "7
Document document = XMLStringToDom(SearchName (userNajme

if (document == null) {
return location;
}

Object result = xpath.evaluate (xLocation ,
document . getDocumentElement (),
XPathConstants .NODESET);

NodelList nodes = (Nodelist) result;
for (int i = 0; i < nodes.getLength (); i++){
1/ location += ReturnNodeText (nodes.item(i));
location += nodes.item(i).getNodeValue ();
}

return location;
} Il end method

public HashSet getTwitterFriends (String userName)
throws MalformedURLException, IOException, XPathExpsésnException,
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SAXException, ParserConfigurationException ,
OAuthMessageSignerException, OAuthNotAuthorizedExtiep ,
OAuthExpectationFailedException , OAuthCommunicatioEption {

HashSet friends = new HashSet();
int count = O;

String cursorValue = *17;

while ((cursorValue .equalslgnoreCase ("0") == false)
& (count < FRIEND_LIMIT)) {

String tempXML = SearchFriends (userName, cursorValue);
if (tempXML.isEmpty ()) {

return friends;
}

Document document = XMLStringToDom (tempXML);

if (document == null) {
return friends;
}

Object result = xpath.evaluate (xFriends,
document.getDocumentElement (),
XPathConstants .NODESET);

// increment count for the last 100 friends returnd

// limit conserves twitter api limitations

// implementing using the social graph to return 5000
// ids in one call might be more efficient in the future

count += 100;

NodelList nodes = (Nodelist) result;
for (int i = 0; i < nodes.getLength (); i++){
/1l friends += ReturnNodeText (nodes.item(i));
friends .add(nodes.item(i).getNodeValue ());
}

result = xpath.evaluate (xNextCursor ,
document . getDocumentElement (),
XPathConstants .NODESET) ;

nodes = (NodelList) result;
for (int i = 0; i < nodes.getLength (); i++){
/1 friends += ReturnNodeText (nodes.item(i));
cursorValue = nodes.item(i).getNodeValue ();
}

} /1 end while

return friends;
} /1 end method

NNy

/I Method to obtain attributes from Linkedln public profilpage

// return provenance attribute object

public ProvenanceAttributes getTwitterAttributes (Sng userName)
throws MalformedURLException, IOException, XPathExpsésnException,
SAXException, ParserConfigurationException ,
OAuthMessageSignerException, OAuthNotAuthorizedExtiep ,
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OAuthExpectationFailedException , OAuthCommunicatioEption {
ProvenanceAttributes twitterAttributes = new ProvenaAdeibutes ();

String tempXML = SearchName (userName);
if (tempXML.isEmpty ()){

return twitterAttributes;
}

Document document = XMLStringToDom(SearchName (userNajne

if (document == null) {
return twitterAttributes;
}

I/l get ID

NodelList nodes = (NodelList) xpath.evaluate (xID,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength (); i++){
twitterAttributes . TwitterUserNumber += nodes.item (igetNodeValue ();
}

I/l get formal name

nodes = (NodelList) xpath.evaluate (xFormalName ,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength (); i++){
twitterAttributes .formalName += nodes.item(i).getNddalue ();
}

I/l get location

nodes = (NodelList) xpath.evaluate (xLocation ,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength(); i++){
twitterAttributes .location += nodes.item(i).getNodeNe ();
}

I/l get descritpion (twitter bio)

nodes = (NodelList) xpath.evaluate (xDescription,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength(); i++){
twitterAttributes .twitterBio = nodes.item(i).getNodaWe ();
}

/!l search description for age
Pattern patt = Pattern.compile(agePattern);
Matcher m = patt.matcher (twitterAttributes .twitterBiog)
while (m.find ()) {
twitterAttributes .Age = m.group (1);

}

I/l search for citizenship
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}

}

patt = Pattern.compile(citizenPatternl);

m = patt.matcher (twitterAttributes.twitterBio);

while (m.find ()) {
twitterAttributes . citizenship = m.group (1);

}
if(twitterAttributes . citizenship .isEmpty ()){
patt = Pattern.compile(citizenPattern2);
m = patt.matcher (twitterAttributes . twitterBio);
while (m.find ()) {
twitterAttributes .citizenship = m.group(1);
}
}
return twitterAttributes;
/! end method

/!l end class
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package MediaClients ;
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%%
*

java.io.BufferedReader;
java.io.FileNotFoundException;
java.io.FileReader;
java.io.lOException;
java.io.UnsupportedEncodingException;
java.util .regex.Matcher;

java.util .regex. Pattern;
ProvenanceAttributes. Alpha;
ProvenanceAttributes. ProvenanceAttributes;
ProvenanceAttributes. ResearchUsers;
org.openide. util . Exceptions ;
org.openide.windows.|OProvider;
org.openide.windows. InputOutput ;

x @author gbarbier

*/
public

class TwitterHTMLprocessing{

private static String formalNamePattern

= "<span class¥'fn\" >(.x?)</span>";

private static String locationPattern

= "<span class¥ adr\” >(.x?)</span>";

private static String websitePattern

= "<span class¥'label\">Web</span>\\s<a href=\"(.*?)\"";

private static String bioPattern =<span class¥'bio\” >(.x?)</span>";
private static String agePattern

= "[1i] ?['aA]?[mM] ?[aA]? ([0 —9][0—-9][100)[ ,.]";

private static String citizenPatternl

= "[1i] ?['aA]?[mM] ?[aA]? citizen of (.x?)[ ,.]";

private static String citizenPattern2

= "[li] ?['aA]?[mM] [aA]? (. x?) citizen[ ,.]1";

private static String occupationPattern

= "[li]l+ ?["aA]?[mM] ?[aA]? ([a—zA-Z]{2.})[ ,.1";

public ProvenanceAttributes ScrapeSingleProfile (SgimprofileURL)
throws UnsupportedEncodingExceptioh

HTMLreader pageResult = new HTMLreader ();
ProvenanceAttributes TwitterAttributes = new ProvenaAdeibutes ();
String twitterUserPage = pageResult.readHTMLFile(ptefiRL);

Pattern patt = Pattern.compile(formalNamePattern);
Matcher m = patt.matcher (twitterUserPage);
while (m.find ()) {
TwitterAttributes .formalName = m.group (1);
if(TwitterAttributes .formalName. contains {"t")) {
TwitterAttributes .formalName =
TwitterAttributes .formalName.replace(t”, " ");

patt = Pattern.compile(locationPattern);
m = patt.matcher (twitterUserPage);
while (m.find ()) {
TwitterAttributes .location = m.group (1);
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}

patt = Pattern.compile(websitePattern);
m = patt.matcher (twitterUserPage);
while (m.find ()) {
TwitterAttributes .URL = m. group (1);
}

patt = Pattern.compile(bioPattern);

m = patt.matcher (twitterUserPage);

while (m.find ()) {
TwitterAttributes . twitterBio = m.group (1);

}

patt = Pattern.compile(agePattern);
m = patt.matcher(TwitterAttributes. twitterBio);
while (m.find ()) {

TwitterAttributes .Age = m.group (1);

}

patt = Pattern.compile(citizenPatternl);

m = patt.matcher(TwitterAttributes . twitterBio);

while (m.find ()) {
TwitterAttributes . citizenship = m.group (1);

}
if (TwitterAttributes . citizenship .isEmpty ()){
patt = Pattern.compile(citizenPattern2);
m = patt.matcher (TwitterAttributes . twitterBio);
while (m.find ()) {
TwitterAttributes . citizenship = m.group(1);
}
}

return TwitterAttributes;

} I/l ScrapeSingleProfile

public String ScrapeReadFile (String dataFil€)

BufferedReader inputStream = null;

nn.
1

String profilesData =

InputOutput io = IOProvider.getDefault (). getlO("ReadET,

try {
try {

inputStream = new BufferedReader (new FileReader(dataRjl;

} catch (FileNotFoundException ex])
io.getErr (). printin("File not found”);
Exceptions . printStackTrace (ex);

String line ="";
int counter = O;

try
while (((line = inputStream .readLine ()) !=

& (counter++ < ResearchUsers.numberToProcessy)

Alpha user = new Alpha();

user.provAttr = ScrapeSingleProfile ("http :// twitteram/”

+ line);

155

null)



profilesData = profilesData + counter + " " +
"Name: ” + user.provAttr.formalName + " " +
"Age: " + user.provAttr.Age + " " +
"Occupation: " +
user.provAttr.occupation + ” " +
user.provAttr.location + " " +
user.provAttr .URL + " " +

user.provAttr.occupation +\'n”;
} /1 end while

} catch (1OException ex){

io.getErr (). println ("Exception: " + ex);
Exceptions . printStackTrace (ex);

} Il end try
finally {
if (inputStream != null) {
try {
inputStream . close ();
} catch (IOException ex){
io.getErr (). println (" Exception: ”

+ ex);
Exceptions . printStackTrace (ex);

}

io.getOut ().close ();
io.getErr ().close ();
return profilesData;
} 1l end ReadFile
} Il class
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ProvenanceAttributes. EditDistance ;

java
java

oaut
oaut
oaut
oaut
oaut
oaut
oaut
oaut
oaut
org.
org.

.io.BufferedReader;
.io.InputStream;

h.signpost.OAuth;

h.signpost.OAuthConsumer;
h.signpost.OAuthProvider;
h.signpost.basic.DefaultOAuthConsumer;
h.signpost.basic.DefaultOAuthProvider;
h.signpost.exception.OAuthCommunicatiogEgtion ;
h.signpost. exception. OAuthExpectationkaiException ;
h.signpost.exception.OAuthMessageSignerdtion ;
h.signpost.exception.OAuthNotAuthorized®yption ;
openide .windows. |OProvider;

openide .windows. InputOutput ;

ProvenanceAttributes. ProvenanceAttributes;

java.
java.
java.
java.
java.
java.
java.

io.lOException;
io.InputStreamReader ;
io.StringReader;
net.HttpURLConnection;
net.URL;

util . ArraylList;

util .HashSet;

javax .xml. parsers.DocumentBuilder;

javax .xml.parsers.DocumentBuilderFactory;
javax .xml.parsers.ParserConfigurationExceptjo
javax .xml. xpath . XPath;

javax .xml.xpath.XPathConstants;

javax .xml.xpath . XPathExpressionException ;
javax .xml.xpath . XPathFactory ;

org.
org.
org.
org.
org.

openide. util . Exceptions ;
w3c.dom.Document;
w3c.dom. Nodelist;
xml.sax.InputSource ;
xml.sax .SAXException;

x @author gbarbier

*/

public class LinkedInAPlIconnection{

private static int INFINITY = 10000;

PHLETEEETEE bbb r i i

APl calls

FEEETEEEEE i i i i i r iy

String
String
static

static

static

static

accesstoken;
accesssecret;
String CONSUMEKEY =

nn.

String CONSUMEBSECRET =

String REQUESITTOKEN_ENDPOINT.URL =

"https ://ww. linkedin .com/uas/oauth/requestToken";
String ACCESS OKEN.ENDPOINT.URL =

"https ://www. linkedin .com/uas/oauth/accessToken”;
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static String AUTHORIZEWEBSITEURL =
"https ://ww. linkedin .com/uas/oauth/authorize”;
static String VERIFICATIONCODE = "";

static String ACCESSOKEN

static String SECRETOKEN ;

OAuthConsumer consumer
= new DefaultOAuthConsumer (CONSUMBREY, CONSUMERSECRET);
OAuthProvider provider
= new DefaultOAuthProvider (REQUESTOKEN_ENDPOINTURL,
ACCESSTOKEN_ENDPOINT_URL,
AUTHORIZE_WEBSITE.URL ) ;

public synchronized String getAccesssecret{)
return accesssecret;
}

public synchronized void setAccesssecret(String accessst) {
this.accesssecret = accesssecret;
}

public synchronized String getAccesstoken )
return accesstoken;
}

public synchronized void setAccesstoken (String acce&eto) {
this.accesstoken = accesstoken;
}

public void getKey()

{
try {
InputOutput io = IOProvider.getDefault ().getlO ("OAuthegKey”,

String authUrl

true);

= provider .retrieveRequestToken (consumer, OAuth.GHABAND);

io.getOut (). printin ("Now visitiAn” + authUrl +
"\n... and grant this app authorization”);
io.getOut (). println ("Enter the PIN code in the text field +
"and <Get Access Tokens");

catch (OAuthNotAuthorizedException ex]
Exceptions . printStackTrace (ex);
catch (OAuthMessageSignerException eX)
Exceptions . printStackTrace (ex);
catch (OAuthExpectationFailedException ex)
Exceptions . printStackTrace (ex);
catch (OAuthCommunicationException exj
Exceptions . printStackTrace (ex);

R e e o

}
} Il end method

public String getTokens (String code)

throws OAuthMessageSignerException, OAuthNotAuthodEeception ,

OAuthExpectationFailedException , OAuthCommunicatioEption {

provider .retrieveAccessToken (consumer, code);

return consumer.getToken() +\h” + consumer.getTokenSecret () H\A";

} Il end method
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private String SendQuery(String APIString)
throws OAuthMessageSignerException, OAuthNotAuthodE&ception ,
OAuthExpectationFailedException , OAuthCommunicatioaEption ,
IOException {

BufferedReader bRead = null;
boolean flag = true;
OAuthConsumer tempconsumer
= new DefaultOAuthConsumer (CONSUMBREY, CONSUMERSECRET);
tempconsumer.setTokenWithSecret (ACCESXEN, SECRETITOKEN);

URL url = new URL(APIString);
HttpURLConnection request = (HttpURLConnection) url.opg2onnection ();

tempconsumer.sign(request);
request.connect ();

if(request.getResponseCode()==400
|| request.getResponseCode()==401
/1 || request.getResponseCode()==403
|| request.getResponseCode()==404)

flag = false;
StringBuilder content = new StringBuilder ();

if(flag) {
bRead = new BufferedReader (new InputStreamReader ((IBpnetam)

request.getlnputStream ()));

EE

String temp = ;
p = bRead.readLine ())!=null)

while ((tem

{

}
} /1 end if

content .append (temp);

request.disconnect ();

return content.toString ();
} 1/ end method

FEEELEEEE b bbb n
// Method to search for linked in users via the linked in API
/1
public String SearchName (String query)
throws OAuthMessageSignerException, OAuthNotAuthodEeception ,
OAuthExpectationFailedException , OAuthCommunicatiodmEption ,
IOException {
String [] tokens = query.split(” ");
if (tokens .length == 0){

return null;

ArrayList<String> names = new ArrayLis&String>();

names.add (tokens [0]);
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if (tokens .length> 1) {
names.add (tokens [1]);

else {
names.add ("");
}

String requestString = "http ://api.linkedin.com/vl/pgle—search”
":(people:(id, first-name, last-name,”

"headline ,location ,numconnections ,”

"summary, associations ,interests ,”
"three—current—positions”

"y, num-results)”

"? first —name=" + names.get(0)

"&last —name=" + names.get(1);

+

+ 4+ 4+ + o+ o+

return SendQuery(requestString);
} I/l end method

NN NN NNy

/I Method to get profile ID based on Linkedln ID

public String getProfileURL (String profilelD)
throws OAuthMessageSignerException, OAuthNotAuthodEeception ,
OAuthExpectationFailedException , OAuthCommunicatiodmEption ,
IOException {

String requestString = "http ://api.linkedin.com/vl/pele/id="
+ profilelD + ":public”;
/1l + ":(first —name, last-name, headline ,location :(name, country))”;

return SendQuery(requestString);
} /1l end method

public String getPublicProfile (String profileURL)
throws OAuthMessageSignerException, OAuthNotAuthodE&ception ,
OAuthExpectationFailedException , OAuthCommunicatioamEption ,
IOException {

String requestString = "http ://api.linkedin.com/vl/pele/url="
+ profileURL ;

return SendQuery(requestString);
} /1l end method

NN NN NN,
/1l XML Processing

N N NN NNy
/I XPATH query to get first name from LinkedIn API

private static String xFirstName = "//person/firshame/text()";

I/l XPATH query to get first name from Linkedln API
private static String xLastName = "//person/lastame/text ()”;

/I XPATH query to get occupation from LinkedIn API
private static String xID = "//person/id/text()";

/I XPATH query to get location from Linkedln API
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private static String xLocation= "//person/location/namext()”;

/I XPATH query to get occupation from LinkedIn API
private static String xPublicProfileURL =
"/l person/site-public—profile—request/url/text()”;

/I XPATH query to get occupation from LinkedIn API
private static String xStandardProfileURL =
"/l person/site-standard-profile—request/url/text()”;

/I XPATH query to get occupation from LinkedIn API
private static String xOccupation = "//p[@class="title lfext()”;

/I XPATH query to get education from Linkedlin API
private static String xEducation
= "//dd[@class="summaryeducation ']/ ul/li/text ()";

/I XPATH query to get interests from LinkedIn API
private static String xlInterests = "//dd[@class="intenss']/p/text()”;

/I XPATH query to get groups from LinkedIn API
private static String xGroups = "//dd[@class="pubgroupsp/text()”;

/I XPATH query to get associaitons from Linkedln API
private static String XxAssociations
= "/l div[@class="group-data ']/a/strong /text ()";

private XPathFactory factory = XPathFactory.newlnstarfipe
private XPath xpath = factory.newXPath();

N NN NNy
private Document XMLStringToDom(String xmlSource)
throws SAXException, ParserConfigurationException , IXxEption {

DocumentBuilderFactory docfactory = DocumentBuilderFawcy . newlnstance ();
docfactory .setNamespaceAware(true);
DocumentBuilder builder = docfactory .newDocumentBuitde;
if (xmlSource .isEmpty ()) {
return null;

return builder.parse(new InputSource (new StringReademlSource)));
} 1l end method

FEEETELEE b b b b r i b iy

// Method to select most probable LinkedIn profile and renumprovenance

/l attributes

/1

public ProvenanceAttributes ldentifyAttributes (
String formalName, String location)
throws SAXException, ParserConfigurationException ,
IOException, OAuthMessageSignerException, OAuthNotAaotizedException,
OAuthExpectationFailedException , OAuthCommunicatiowEption ,
XPathExpressionExceptiof

ProvenanceAttributes tempAttr = new ProvenanceAttribsi¢g;
int bestScore = INFINITY;
int currentScore = 0;

int bestlndex = 0;
String profileURL = "";
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/Il get list of linked in users
/I most closely associate with alpha’s formal name

Document document = XMLStringToDom(SearchName (formaiis) ) ;

if (document == null) {
return tempAttr;
}

/Il select most likely profile based on the scoring function
/! the lower the profile score is, the more likely the
I/l profile is associate with alpha

NodelList nodes = (NodelList) xpath.evaluate (xLocation,
document . getDocumentElement (),
XPathConstants .NODESET);

if (nodes.getLength () == 0){
return tempAttr;

}

for (int i = 0; i < nodes.getLength (); i++){
String templLocation = nodes.item(i).getNodeValue ();
tempLocation = templLocation.replace (" Area”, "");
tempLocation = tempLocation.replace (" Greater ", "");

currentScore = LocationScore (location , tempLocation);
if ( currentScore< bestScore]
bestScore = currentScore;
bestindex = i;
} 1l end if
} /1 end for

I/l get attributes
I/l get ID
nodes = (NodelList) xpath.evaluate (xID,
document . getDocumentElement (),
XPathConstants .NODESET);
if(nodes.getLength () == 0){
return tempAttr;
}
tempAttr.LinkedInID += nodes.item(bestindex).getNoda&Je ();
/! using id get public profile url
String tempXML = getProfileURL (tempAttr.LinkedInID);
if (tempXML.isEmpty ()) {
return tempAttr;
}
document = XMLStringToDom (tempXML);
nodes = (NodelList) xpath.evaluate (xPublicProfileURL ,
document . getDocumentElement (),

XPathConstants .NODESET);

if (nodes.getLength () == 0){
return tempAttr;
¥
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for (int i = 0; i < nodes.getLength(); i++){
profileURL = nodes.item(i).getNodeValue ();
}

/!l scrape informaiton from public profile
LinkedInHTMLprocessing scraper = new LinkedInHTMLproadsg ();
tempAttr = scraper.ScrapelLlAttributes (profileURL);

return tempAttr;
} 1l end method

FEEELELEEEET i bbb nd

// Method to compute profile score for a LinkedIn user

/l that is a candidate for alpha’'s user page based on location

/I This method should be combined with other metrics to yiead score
private int LocationScore (String twitterLocation, StrgnLinkedlnLocation)

{
EditDistance function = new EditDistance ();
/1 if there si no location return infinity
if (LinkedInLocation .isEmpty ()X
return INFINITY

return function.computeEditDistance (twitterLocationLinkedInLocation);

} /1l end method
} /1l end class
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package MediaClients ;

import ProvenanceAttributes.ProvenanceAttributes;
import java.io.lOException;

import java.io.InputStreamReader;

import java.net.HttpURLConnection;

import java.net.MalformedURLException ;

import java.net.URL;

import java.net.URLConnection;

import javax.xml.xpath.XPath;

import javax.xml.xpath.XPathConstants;

import javax.xml.xpath.XPathExpressionException ;
import javax.xml.xpath.XPathFactory ;

import org.openide. util.Exceptions;

import org.w3c.dom.Document;

import org.w3c.dom.NamedNodeMap;

import org.w3c.dom.Node;

import org.w3c.dom.NodelList;

import org.w3c.tidy.Tidy;

I

+ code adapted from jwei512's public example

x http ://thinkandroid.wordpress.com/2010/01/05/ usingath—and-html—
* cleaner-to—parse-html—xml/

* @author gbarbier

*/

public class LinkedInHTMLprocessing{

/I XPATH query to get
private static String

first name from Linkedln public profilgpage
xFirstName = "//span[@class="givemame ']/ text ()";

// XPATH query to get
private static String

first name from Linkedln public profilgpage
xLastName = "//span[@class="fam#yame ']/ text ()”;

/I XPATH query to get
private static String

I/l XPATH query to get
private static String

// XPATH query to get
private static String

occupation from LinkedIn public profél page
xOccupation = "//p[@class="title ltext()";

location from Linkedln public profile age
xLocation = "//dd[@class="locality/text()";

education from Linkedln public profile@age
xEducation

= "//dd[@class="summaryeducation ']/ ul/li/text ()";

// XPATH query to get
private static String

/I XPATH query to get
private static String

/I XPATH query to get
private static String

interests from LinkedIn public profile@age
xInterests = "//dd[@class="intenss']/p/text()”;

groups from LinkedIn public profile pag
xGroups = "//dd[@class="pubgroupgp/text ()”;

associaitons from LinkedIn public prité page
xAssociations

= "/l div[@class="group-data ']/a/strong /text ()";

private XPathFactory factory =
private XPath xpath =

XPathFactory . newlInstarfie
factory .newXPath ();

N NN NN
/I Method to convert URL to DOM for XPATH processing
private Document URLToDom(String htmlsource)
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throws MalformedURLException, IOExceptioq

Tidy tidy = new Tidy ();
URLConnection conn = null;
URL url = null;
InputStreamReader in = null;

try
{

url = new URL(htmlsource);

catch ( MalformedURLException ex)

{
Exceptions . printStackTrace (ex);
return null;

}

try

conn = url.openConnection ();

HttpURLConnection huc = (HttpURLConnection) conn;
huc.setRequestProperty ("UseAgent”,

"Mozilla/5.0 (Windows NT 6.1; WOW6B4; rv:2.0) Gecko/201001 Firefox/4.0");
if (huc.getResponseCode()==40/thuc.getResponseCode()==404)

return null;

}

catch (IOException ex){
Exceptions . printStackTrace (ex);
return null;

}

in = new InputStreamReader (conn.getlnputStream ());

tidy . setQuiet(true);
tidy . setShowWarnings (false);

return tidy .parseDOM(in, null);
} Il end method

NN NN NN
/I Method for debugging XPATH results
private String getNodeText(Node nodef

String result = null;

switch (node.getNodeType ()X
case Node.ELEMENNODE:
result = "<” + node.getNodeName ();

NamedNodeMap map = node.getAttributes ();

for (int i = 0; i < map.getLength (); i++){

result += " " + map.item(i).getNodeName () +
"=\"" + map.item(i).getNodeValue () + \"";

result +=">\n";

return result;
case Node.ATTRIBUTENODE:

return node.getNodeName() + ¥2" + node.getNodeValue () + Y"\n”";
case Node.TEXINODE:
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return "TEXT NODE ”
+ node.getNodeName() + " ”
+ node.getNodeValue () +\n”;
/l return "TEXT.NODE " + node.getTextContent() +\h”;
case Node.CDATASECTIONNODE:
return node.getNodeValue () +\h";
case Node.PROCESSINBISTRUCTION.NODE:
return node.getNodeValue () +\h";
case Node.DOCUMENNODE:
case Node.DOCUMENFRAGMENTNODE:
return node.getNodeName() + "=" + node.getNodeValue () ¥n";

return result;
} 1l end method

NN NN NN
/I Method to get Ication from a Linkedln public profile page
public String getLinkedInLocation (String profilepage)
throws MalformedURLException, IOException, XPathExpsesnException {
String location = "7;

Document document = URLToDom( profilepage);
if (document == null) {
return location;

Object result;

try {

result = xpath.evaluate (xLocation ,
document . getDocumentElement (),
XPathConstants .NODESET);

catch (XPathExpressionException ex
return location;

}
catch (ArraylndexOutOfBoundsException ek)
return location;

NodelList nodes = (NodelList) result;

if (nodes.getLength () == 0){
return location;

}

for (int i = 0; i < nodes.getLength(); i++){
location += nodes.item(i).getNodeValue ();

location = location.replace (" Area”, "");

location = location.replace (" Greater ", "");

return location;
} Il end method

FEDELEEEE T i bbb bbb i g
// Method to scrape attributes from LinkedIn public profilpage
// return provenance attribute object
public ProvenanceAttributes ScrapelLlAttributes (Stringrofilepage)
throws MalformedURLException, |IOException, XPathExpsésnException {
ProvenanceAttributes LinkedlInAttributes = new Provenaidtributes ();

/1 if no URL associated with alpha return empty attribute set
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if(profilepage == null) {
return LinkedInAttributes;
}

Document document = URLToDom( profilepage);

if (document == null) {
return LinkedInAttributes;
}

Nodelist nodes;

try {

/Il get first name

nodes = (NodelList) xpath.evaluate (xFirstName ,
document . getDocumentElement (),
XPathConstants .NODESET);

I/l get special interests
for (int i = 0; i < nodes.getLength (); i++){

LinkedInAttributes .formalName = nodes.item(i).getNodsdue ();
}

nodes = (NodelList) xpath.evaluate (xLastName,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength (); i++){
LinkedInAttributes .formalName += " ” +nodes.item (i). gebdeValue ();
}

I/l get occupation

nodes = (NodelList) xpath.evaluate (xOccupation,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength (); i++){
LinkedInAttributes .occupation = nodes.item(i).getNatHue ();

/Il split occupation and employer
String [] Occ.Employer = LinkedInAttributes .occupation.split(” at ");
LinkedlInAttributes .occupation = Oc&mployer[0];
if (Occ_.Employer.length> 1) {
LinkedInAttributes .employer = Oc&mployer[1];
}

I/l get location

nodes = (NodelList) xpath.evaluate (xLocation ,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength(); i++){
LinkedInAttributes .location += nodes.item(i).getNodaMe ();
}
LinkedInAttributes .location =
LinkedInAttributes .location.replace (" Area”, "");
LinkedInAttributes .location =
LinkedInAttributes .location.replace ("Greater ", "");
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nodes = (NodelList) xpath.evaluate (xEducation
document . getDocumentElement (),
XPathConstants .NODESET);
/Il get education
for (int i = 0; i < nodes.getLength(); i++){
LinkedInAttributes .education += nodes.item(i).getNatkdue ();
}

/!l get groups an map to political attribute

nodes = (NodelList)xpath.evaluate (xGroups,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength(); i++){
LinkedInAttributes . politicalAffiliation += nodes.iteri).getNodeValue ();
}

I/l get associations and map to lobby affiliations

nodes = (NodelList) xpath.evaluate (xAssociations ,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength(); i++){
LinkedInAttributes .lobbyAffiliation += nodes.item (i)getNodeValue ();
}

/Il get interests and map to special interests

nodes = (NodelList)xpath.evaluate (xInterests ,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength (); i++){
LinkedInAttributes .speciallnterests += nodes.item (getNodeValue ();

}
} /1 end try
catch (Exception ex)

{
}

return LinkedlInAttributes;
} Il end method
} Il end class

return LinkedInAttributes;
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package MediaClients ;

import
import
import
import
import
import

import
import

import
import
import

import
import

public

ProvenanceAttributes. EditDistance ;
ProvenanceAttributes. ProvenanceAttributes;

java.io.UnsupportedEncodingException;
java.net.MalformedURLException ;

javax .xml. parsers.ParserConfigurationExceptio

javax .xml.xpath . XPathExpressionException ;

org.json.JSONException ;

java.io.lOExceptio

java.util .HashSet

n;

org.json.JSONArray;
org.json.JSONObject;

org.openide. util.Exceptions ;
org.xml.sax.SAXException;

class FacebookAPIconnectiof

private static int IN

FINITY = 10000;

N N NN NN NN

APl calls

N NN NN NN

String accesstoken;
String accesssecret;
private static String CONSUMEREY = "";
private static String CONSUMERECRET =

private String APPLICATIONID = ";

private String REDIRECIURI
= "http ://www. facebook .com/connect/logisuccess . html”;

private String REQUESITOKEN_ENDPOINT.URL =

"https :// graph.facebook .com/oauth/authorize?”
+ APPLICATION.ID
+ "&redirect_uri=http ://www. facebook .com/connect/logisuccess . html”

+ "client_id="

+ "&responset

ype=token”;

11 + "&responsetype=useragent&display=popup”;

private String FIELDS
= "&fields=id ,name, gender , birthday , email , website , h@iown, location ,
timezone ,religion , political ,relationshigstatus ,
interestedin , meetingfor ,bio, quotes ,about, link";

static String ACCESSOKEN = "";

NN,
/I Method to open a browser and allow user to copy access token

// used to search Facebook API values
public void DisplayToken ()

throws UnsupportedEncodingException ,

IOException,

SAXException ,

MalformedURLEpten ,

ParserConfigurationExcerti,
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FacebookHTMLprocessing scraper = new FacebookHTMLpreoes ();

scraper.CobraScrape (REQUESDKEN_ENDPOINT.URL);
Runtime . getRuntime (). exec(
"rundll32 wurl.dll ,FileProtocolHandler ”
+ REQUESTTOKEN_ENDPOINT.URL);
} 1/ end method

RN NN

// Method to search for Facebook users via the API

/1

public ProvenanceAttributes ldentifyAttributes (StrinfprmalName ,
String location)
throws UnsupportedEncodingException , MalformedURLEpgten ,
IOException, JSONException, XPathExpressionException,
SAXException, ParserConfigurationExceptiof

HTMLreader reader = new HTMLreader ();
FacebookHTMLprocessing scraper = new FacebookHTMLpreces();
ProvenanceAttributes tempAttr = new ProvenanceAttribsi¢g;

JSONObject response;

int bestScore = INFINITY;
int currentScore = 0;
int bestlndex = 0;

I/l search Facebook API for formal name
String [] tokens = formalName.split(" ");

String requestString = "https ://graph.facebook .com/s&a?q=";
String query = "";
for (int x=0; x < tokens.length; x++){
query += tokens|[x];
if (x+1) < tokens.length){
query +=  "%";

requestString += query + "&type=user&accessken=" + ACCESSTOKEN;,
String resultString = reader .HTTPSreadHTMLFile(requ8sting );
if(resultString .equalsignoreCase ("Bad Request”})

Exception ex = null;

Exceptions . printStackTrace (ex);
}
response = new JSONObject(resultString);

/1 if user search was not successful check page list

if(response.optJSONArray ("data”). length () ==

requestString += query + "&type=page&accedseken=" + ACCESSTOKEN;

resultString = reader .HTTPSreadHTMLFile(requestString

if(resultString.equalsignoreCase ("Bad Request”})
Exception ex = null;
Exceptions . printStackTrace (ex);

}

response = new JSONObject(resultString);
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} /1 end if
/1 find best match from search results
JSONArray searchlist = response.optJSONArray ("data”);

for(int i = 0; i < searchlist.length (); i++){
String templD = searchlist.optJSONObject(i). optStrirddd”);

String profilePage = getProfileURL (templD);
String profile = getFullUserProfile (templD);

currentScore = LocationScore (location ,
scraper.getFacebookLocation (profilePage));

if ( currentScore< bestScore]
bestScore = currentScore;
bestindex = i;
} 1l end if
} /1 end for

if (bestScore< INFINITY) {
tempAttr = scraper.ScrapeSingleFBProfile (

getProfileURL (
searchlist.optJSONObject(
bestindex ). optString (id")));

} 1l end if

return tempAttr;

} 1/ end method

PHEEEEEEEE i e b rr ity
/1

/I Method to get facebook profile url
/1

public String getProfileURL (String profilelD)
throws IOException, JSONExceptiod

HTMLreader reader = new HTMLreader ();
JSONObject response;

String requestString = "https://graph.facebook.com/”
+ profilelD
+ "&accesstoken=" + ACCESSTOKEN;
String temp = reader .HTTPSreadHTMLFile(requestString);

if (temp.isEmpty ()) {
return "";
}

response = new JSONObject(temp);

return response.optString("link”) + "?sk=info";
} /1l end method
//////////////////////////////////////////////////////////////////

/I Method to get facebook profile
/1
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public String getBriefProfile (String profilelD)
throws IOException, JSONExceptiod

HTMLreader reader = new HTMLreader ();
JSONObject response;

String requestString = "https://graph.facebook.com/”
+ profilelD
+ "&accesstoken=" + ACCESSTOKEN;// + FIELDS;

String temp = reader .HTTPSreadHTMLFile(requestString);
response = new JSONObject(temp);

return response.optString ("link™);
} 1/ end method

FEEEEEEEEE i b r i bbb rrrn
/1

I/l Method to get facebook profile (includes fields)
/1

public String getFullUserProfile (String profilelD)
throws |OException, JSONExceptiod

HTMLreader reader = new HTMLreader ();
JSONObject response;

String requestString = "https://graph.facebook.com/”

+ profilelD

+ "&accesstoken=" + ACCESSTOKEN; // + FIELDS;
String temp = reader .HTTPSreadHTMLFile(requestString);

if (temp.isEmpty ()) {

return "7;

}

if (‘temp.startsWith ({")) {
return "7;

}

response = new JSONObject(temp);
return response.optString ("link”);
} /1l end method

N NN NN NN
/1
/1
public String getJSONAttributes(String input)
throws UnsupportedEncodingException ,
MalformedURLException, 10Exception{

HTMLreader reader = new HTMLreader();
String result = "";
JSONObject resp;

try {
resp = new JSONObject(reader .HTTPSreadHTMLFile(
"https :// graph.facebook .com/villaraigosa?accetasken="
+ ACCESSTOKEN));
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}

JSONArray search =
resp.optJSONODbject(
"SearchResponse ”). optJSONObject(
"Web").optJSONArray (" Results ”);

int x = search.length ();

JSONObject searchresponse = new JSONObject();

searchresponse = search.optJSONObject(0);

String title = searchresponse .optString ("Title");

String description = searchresponse .optString (’Destrop”);
String url = searchresponse .optString ("Url");

String durl = searchresponse .optString (" DisplayUrl”);
String datetime = searchresponse .optString ("DateTime"”)

result += " " + title + " " + description + " " + url +
+ durl + " " + datetime;

} catch (JSONException ex)
Exceptions . printStackTrace (ex);

}

return result;
} 1/ end method

FEEEETTTEE bbb rrrrrrd

/I Method to compute profile score for a Facebook user

/I that is a candidate for alpha’'s user page based on location

I/l This method should be combined with other metrics to yie&ad score
private int LocationScore (String twitterLocation, StgnfbLocation)

{
EditDistance function = new EditDistance ();
/1 if there si no location return infinity
if (fbLocation.isEmpty ()X
return INFINITY;
return function.computeEditDistance (twitterLocationfpLocation);

} 1/ end method
I/l end class
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package MediaClients ;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
[ %%

%

ProvenanceAttributes. ProvenanceAttributes;

java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.

io.BufferedReader;
io.lOException;
io.InputStream ;
io.InputStreamReader;
io.UnsupportedEncodingException;
net.HttpURLConnection;
net.MalformedURLException ;
net.URL;
net.URLConnection;
security . Policy;

util .regex.Matcher;

util .regex. Pattern;

javax .xml.parsers.ParserConfigurationExceptjo
javax .xml. xpath . XPath;

javax .xml.xpath . XPathFactory ;

javax .xml.xpath.XPathConstants;

javax .xml.xpath . XPathExpressionException ;

org.
org.
org
org
org
org
org
java
java
java

lobobrowser. html. HttpRequest;
openide . util . Exceptions ;

.w3c.dom.NamedNodeMap;
.w3c.dom.Node;

.w3c.dom. NodelList;
.w3c.dom. html2 .HTMLElement;
.w3c. tidy . Tidy;

.io . Reader;
.util .logging . Level;
.util.logging .Logger;

javax .xml. parsers.DocumentBuilder;
javax .xml.parsers.DocumentBuilderFactory;

org.
org.
org.
org.
org.
org.
org
org
org
org

lobobrowser. html. UserAgentContext ;
lobobrowser . html.domimpl. HTMLDocumentimpl
lobobrowser. html. parser.DocumentBuildegim
lobobrowser. html. parser.HtmlIParser;
lobobrowser. html. parser.InputSourcelmpl;
lobobrowser. html.test.SimpleUserAgentCent;

.w3c.dom.Document;

.w3c.dom. Element;

.w3c.dom. html2 . HTMLCollection ;
.xml.sax.SAXException;

* @author gbarbier

*/

public class FacebookHTMLprocessing

/I XPATH query to get first name from Facebook public profilpage
private static String xFirstName = "//span[@class="givemame']/text ()";

/I XPATH query to get first name from Facebook public profilpage
private static String xLastName = "//span[@class="famiyame’]/text ()";

I/l XPATH query to get occupation from Facebook public prodilpage
private static String xOccupation = "//p[@class="title lfext()”;

/1 XPATH query to get location from Facebook public profileage
private static String xLocation = "//dd[@class="locality/text()";

/1l XPATH query to get education from Facebook public profilgage
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private static String xEducation
= "//dd[@class="summaryeducation ']/ ul/li/text ()";

/I XPATH query to get groups from Facebook public profile mag
private static String xPolitical = "//dd[@class="pubgrps’']/p/text()";

/I XPATH query to get associaitons from Facebook public pil@ef page
private static String XxAssociations
= "/l div[@class="group-data ']/a/strong/text ()";

/1 XPATH query to get interests from Facebook public profilgage
private static String xlInterests = "//dd[@class="intenss']/p/text()”;

/I set up xpath
private XPathFactory factory = XPathFactory.newlnstaf¢e
private XPath xpath = factory.newXPath();

RN NN NNy

/I Method to convert URL to DOM for XPATH processing

private Document jtidyURLToDom (String htmlsource)
throws MalformedURLException, IOExceptioq

Tidy tidy = new Tidy ();
URLConnection conn = null;
URL url = null;
InputStreamReader in = null;

try
{

url = new URL(htmlsource);

catch ( MalformedURLException ex)

{
Exceptions . printStackTrace (ex);
return null;

}

try

conn = url.openConnection ();

HttpURLConnection huc = (HttpURLConnection) conn;
huc.setRequestProperty ("UseAgent”, "Mozilla/4.5");

if (huc.getResponseCode ()==40|thuc.getResponseCode()==404)

return null;

}

catch (IOException ex){
Exceptions . printStackTrace (ex);
return null;

}
in = new InputStreamReader (conn.getlnputStream ());

tidy . setQuiet(true);
tidy . setShowWarnings (false);

return tidy .parseDOM(in, null);
} Il end method

FEEEEEEEEE i r e i iy
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/I Method for debugging XPATH results
private String getNodeText(Node nodef

String result = "";

switch (node.getNodeType ()X

case Node
result

.ELEMENNODE:

= "<" + node.getNodeName ();

NamedNodeMap map = node.getAttributes ();
for (int i = 0; i < map.getLength (); i++){

result

}

result
return

case Node.

return

case Node.

return

case Node.

return

case Node.

return
case Node
case Node
return

return result;

} 1l end method

+= " " + map.item(i).getNodeName() +
"=\"" + map.item(i).getNodeValue () + \"";

+=">\n";
result;
ATTRIBUTENODE :
node.getNodeName () + {&"

+ node.getNodeValue () +\"\n";
TEXINODE:
"TEXT NODE "~
+ node.getNodeName() + " ”
+ node.getNodeValue () +\n”;
CDATASECTIONNODE::
node.getNodeValue () +\h";
PROCESSINIBISTRUCTION.NODE :
node.getNodeValue () +\h";

. DOCUMENNODE :
. DOCUMENFRAGMENTNODE::

node.getNodeName() + "=" + node.getNodeValue () ¥n";

N NN NNy

// Method to get

Ication from a Facebook public profile page

public String getFacebookLocation (String profilepage)
throws MalformedURLException, IOException, XPathExpsésnException,
SAXException, ParserConfigurationException{

ProvenanceAttributes FacebookAtrributes = new Provenahtdributes ();

FacebookAtrributes = ScrapeSingleFBProfile (profilepa)g

return FacebookAtrributes .location;

} Il end method

NNy
/I Method to scrape attributes from Facebook public profipage
// return provenance attribute object, using XPATH

public ProvenanceAttributes ScrapeFacebookAttribut&sring profilepage)
throws MalformedURLEXxception, IOException,
XPathExpressionException {

ProvenanceAttributes FacebookAttributes = new ProvenaAtdributes ();

/1 if no URL associated with alpha return empty attribute set

if(profilepage

== null) {

return FacebookAttributes ;

}
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Document document = jtidyURLToDom (profilepage);

if (document == null) {
return FacebookAttributes;
}

NodelList nodes = (NodelList) xpath.evaluate (xFirstName ,
document . getDocumentElement (),
XPathConstants .NODESET);

I/l get special interests

for (int i = 0; i < nodes.getLength (); i++){
FacebookAttributes .formalName = nodes.item(i).getNdgdktie ();

}

nodes = (NodelList) xpath.evaluate (xLastName,
document . getDocumentElement (),
XPathConstants .NODESET);

I/l get special interests
for (int i = 0; i < nodes.getLength (); i++){

FacebookAttributes .formalName += " ” +nodes.item(i). dl@deValue ();
}

I/l get occupation

nodes = (NodelList) xpath.evaluate (xOccupation,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength (); i++){
FacebookAttributes .occupation = nodes.item(i). getNddhrie ();

/Il split occupation and employer
String [] Occ.Employer = FacebookAttributes .occupation.split(” at ”);
FacebookAttributes .occupation = Odemployer[0];
if (Occ_.Employer.length> 1) {
FacebookAttributes .employer = Odemployer[1];
}

/Il get location

nodes = (NodelList) xpath.evaluate (xLocation, kkx gets location
document . getDocumentElement (),
XPathConstants .NODESET);

I/l get special interests

for (int i = 0; i < nodes.getLength (); i++){
FacebookAttributes . speciallnterests += nodes.item (@etNodeValue ();

}

nodes = (NodelList) xpath.evaluate (xEducation
document . getDocumentElement (),
XPathConstants .NODESET);
/Il get education
for (int i = 0; i < nodes.getLength (); i++){
FacebookAttributes . education += nodes.item(i).getNddhie ();
}

/!l get groups an map to political attribute
nodes = (NodelList)xpath.evaluate (xPolitical ,
document . getDocumentElement (),
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XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength(); i++){
FacebookAttributes . politicalAffiliation
+= nodes.item(i).getNodeValue ();

}

I/l get associations and map to lobby affiliations

nodes = (NodelList) xpath.evaluate (xAssociations ,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength (); i++){
FacebookAttributes . lobbyAffiliation += nodes.item (igetNodeValue ();
}

/Il get interests and map to special interests

nodes = (NodelList)xpath.evaluate (xInterests ,
document . getDocumentElement (),
XPathConstants .NODESET);

for (int i = 0; i < nodes.getLength (); i++){
FacebookAttributes . speciallnterests += nodes.item (geétNodeValue ();

return FacebookAttributes ;
} /1 end method

N NNy
/1l regex
NN NNy

private String locationPattern
= "\\>Work Info.x?Location #?2u003cdd\\ > (.*?)\\\\";
private String livesinPattern ="(Lives in)";
private String politicalViewsPattern
= "Political Views.x?datafield \\\\\"\\>C*?2)\\\\";
private String politicalPattern =\\>Party «?2mls\\\\\"\\ >(*?)\\\\";
private String agePattern = "Birthday?datafield \\\\\"\\>(C*x?)\\\\";
private String convictionPattern
= "\\>Religious Viewsx?datafield \\\\\"\\ >(*?)\\\\";
private String genderPattern = "Gender2datafield \\\\\"\\ >(*?)\\\\";

NN NN NNy
/I Method to scrape public FB profile page using regex
public ProvenanceAttributes ScrapeSingleFBProfile (i3g profileURL)
throws UnsupportedEncodingException , MalformedURLEptien ,
IOException, SAXException
ParserConfigurationException ,
XPathExpressionException{

HTMLreader pageResult = new HTMLreader ();
ProvenanceAttributes FacebookAtrributes = new Provenahtdributes ();
String FBUserPage = pageResult.readHTMLFile(profileURL

if (FBUserPage == nullj
return FacebookAtrributes;
}
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Pattern patt = Pattern.compile(locationPattern);
Matcher m = patt.matcher (FBUserPage);
while (m.find ()) {

FacebookAtrributes .location = m.group(1);

}

if (FacebookAtrributes .location.isEmpty ()X
patt = Pattern.compile(livesinPattern);
m = patt.matcher (FBUserPage);
while (m.find ()) {
FacebookAtrributes .location = m.group (1);

}
} /1 end if

patt = Pattern.compile(politicalPattern);

m = patt.matcher (FBUserPage);

while (m.find ()) {
FacebookAtrributes . politicalAffiliation = m.group (1);

}

patt = Pattern.compile(agePattern);
m = patt.matcher (FBUserPage);
while (m.find ()) {
FacebookAtrributes .Age = m.group (1);

}

patt = Pattern.compile(politicalViewsPattern);
m = patt.matcher (FBUserPage);
while (m.find ()) {

FacebookAtrributes .convictions = m.group (1);

}

patt = Pattern.compile(convictionPattern);
m = patt.matcher (FBUserPage);
while (m.find ()) {
FacebookAtrributes .convictions
= FacebookAtrributes .convictions + ", " + m.group (1);
}

patt = Pattern.compile(genderPattern);
m = patt.matcher (FBUserPage);
while (m.find ()) {
FacebookAtrributes .gender = m.group (1);

}

return FacebookAtrributes;
} I/l ScrapeSingleProfile

NN NNy
/1
/1
public void CobraScrape (String inURL)
throws MalformedURLException, IOException, SAXExceptio
ParserConfigurationException , XPathExpressionExcepti{

I/l UserAgentContext uacontext = new SimpleUserAgentCounte ;
UserAgentContext uacontext = new SimpleUserAgentContExt
((SimpleUserAgentContext)uacontext). setExternalC®8Rled (true);
((SimpleUserAgentContext) uacontext).setScriptingbhed (true);
((SimpleUserAgentContext) uacontext).setUserAgent(
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"Mozilla/5.0 (Windows NT 6.1; WOW64; rv:2.0) Gecko/201001 Firefox/4.0");
String platform = ((SimpleUserAgentContext) uacontexgetPlatform ();
((SimpleUserAgentContext) uacontext).setCookie (null'});

DocumentBuilderlmpl builder = new DocumentBuilderImpléaontext);
URL url = new URL(inURL);
StringBuilder page = new StringBuilder ();

InputStream in = url.openConnection (). getlnputStream ()

try {
Reader reader = new InputStreamReader (in, "UBF);
InputSourcelmpl inputSource = new InputSourcelmpl (readeinURL);

Document d = builder.parse(inputSource);
HTMLDocumentimpl document = (HTMLDocumentimpl) d;
String innerhtml = document.getlnnerHTML ();
String innertext = document.getinnerText ();
String namespaceURI = document.getNamespaceURI ();
String textcontent = document.getTextContent();
String title = document.getTitle ();

String cookie = document.getCookie ();

String something = document.getReferrer ();
String baseURI = document.getBaseURI ();
HTMLElement body = document.getBody ();

NodelList childnodes = document.getChildNodes ();
String name = document.getNodeName ();

String nodeval = document.getNodeValue ();
HTMLCollection anchors = document.getAnchors ();
NodelList ele = document.getElementsByName (" Script”);
String domain = document.getDomain ();

String encoding = document.getinputEncoding();
String refer = document.getReferrer ();

String xmlsource = document.getXmlEncoding ();
String version = document.getXmlVersion();

HTMLCollection images = document.getlmages();
int length = images.getLength ();

for(int i = 0; i < length; i++) {
System .out. printin(>= Image#” + i + ": " + images.item(i));
}
} finally {
in.close ();

}
} 1/ end method
} Il end class
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package ProvenancePath;

import MediaClients . TwitterAPIConnection ;

import ProvenanceAttributes. Alpha;

import java.io.lOException;

import java.io.UnsupportedEncodingException;

import java.net.MalformedURLException ;

import java.util.ArraylList;

import java.util.regex.Matcher;

import java.util.regex. Pattern;

import javax.xml.parsers.ParserConfigurationExceptjo
import javax.xml.xpath.XPathExpressionException ;

import oauth.signpost.exception.OAuthCommunicatiocEgtion ;
import oauth.signpost.exception.OAuthExpectationfkaiException ;
import oauth.signpost.exception.OAuthMessageSignerdg®ion ;
import oauth.signpost.exception.OAuthNotAuthorized®yption ;
import org.json.JSONException;

import org.xml.sax.SAXException;

%%

*

x @author gbarbier

*/

public class FindPath{

private static String recipientNamePattern = %) {1}";
private static String alphaNodePattern = "RT @®):";

public ArraylList<Alpha> ProcessRT(String tweetText)
throws MalformedURLException, IOException, XPathExpsésnException,
SAXException, ParserConfigurationException ,
OAuthMessageSignerException, OAuthNotAuthorizedExtiep ,
OAuthExpectationFailedException , OAuthCommunicatioawEption ,
UnsupportedEncodingException , JSONExceptidn

ArrayList<Alpha> path = new ArrayLiskAlpha>();
Alpha tempUser = new Alpha();
ArrayList<String> alphaNodes = new ArrayLis<String>();

Pattern patt = Pattern.compile(recipientNamePattern);
Matcher m = patt.matcher (tweetText);

/Il get first result which will be sender’'s twitter username
m. find ();
tempUser. alphaUserName = m.group (1);

tempUser.recipientSearchProvAttr ();

path .add(tempUser);

patt = Pattern.compile(alphaNodePattern);

m = patt.matcher (tweetText);

while (m.find ()) {
alphaNodes.add(m.group (1));

for(int i = 0; i < alphaNodes.size(); i++)
Alpha temp = new Alpha();
temp . alphaUserName = alphaNodes.get(i);
temp.recipientSearchProvAttr ();
path .add (temp);

}

return path;

} 1/ end method
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